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Intr oduction

Welcometo theOf�cial RedHat LinuxSecurityGuide!

The Of�cial RedHat Linux SecurityGuideis designedto assistusersof RedHat Linux in learning
the processand practiceof securingworkstationsand servers againstlocal and remoteintrusion,
exploitation,andmaliciousactivity. The Of�cial RedHat Linux SecurityGuidedetailstheplanning
andthe tools involved in creatinga securedcomputingenvironmentfor the datacenter, workplace,
andhome.With theproperknowledge,vigilance,andtools,systemsrunningRedHat Linux canbe
bothfully functionalandsecuredfrom mostcommonintrusionandexploit methods.

This guidediscussesseveralsecurity-relatedtopicsin greatdetail,including:

• Firewalls

• Encryption

• SecuringCritical Services

• Virtual PrivateNetworks

• IntrusionDetection

We would like to thankThomas Rude for his generouscontributionsto this manual.He wrote the
Vulnerability AssessmentsandIncidentResponsechapters.Rockon,"farmerdude."

This manualassumesthatyou have anadvancedknowledgeof RedHat Linux. If you area new user
or have basicto intermediateknowledgeof RedHat Linux andwould like moreinformationabout
how to useRedHatLinux, pleasereferto thefollowing guides,whichdiscussthefundamentalaspects
of RedHat Linux in greaterdetail thantheOf�cial RedHat LinuxSecurityGuide:

• Of�cial RedHat Linux InstallationGuidefor informationregardinginstallation

• Of�cial RedHat LinuxGettingStartedGuideto learnabouthow to useRedHatLinux andits many
applications

• Of�cial RedHat Linux CustomizationGuidefor moredetailedinformationaboutcon�guring Red
Hat Linux to suit your particularneedsasa user. This guideincludessomeservicesthat aredis-
cussed(from asecuritystandpoint)in theOf�cial RedHat LinuxSecurityGuide.

• Of�cial RedHat LinuxReferenceGuideprovidesdetailedinformationsuitedfor moreexperienced
usersto referto whenneeded,asopposedto step-by-stepinstructions.

HTML and PDF versions of all Of�cial Red Hat Linux manuals are available online at
http://www.redhat.com/docs/.

Note

Although this manual re�ects the most current information possible, you should read the Red Hat
Linux Release Notes for information that may not have been available prior to our documentation
being �naliz ed. They can be found on the Red Hat Linux CD #1 and online at:

http://www.redha t.c om/docs/ manua ls/ li nux



vi Intr oduction

1. Document Conventions
Whenyou readthis manual,you will seethat certainwordsarerepresentedin differentfonts,type-
faces,sizes,andweights.This highlightingis systematic;differentwordsarerepresentedin thesame
styleto indicatetheir inclusionin aspeci�c category. Thetypesof wordsthatarerepresentedthisway
includethefollowing:

command

Linux commands(andotheroperatingsystemcommands,whenused)arerepresentedthis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command.Sometimesa commandcontainswordsthatwould be
displayedin adifferentstyleontheirown (suchas�lenames).In thesecases,they areconsidered
to bepartof thecommand,sotheentirephrasewill bedisplayedasacommand.For example:

Usethecat testfile commandto view thecontentsof a�le, namedtestfile , in thecurrent
workingdirectory.

filename

Filenames,directorynames,paths,andRPM packagenamesarerepresentedthisway. Thisstyle
shouldindicatethat a particular�le or directoryexists by that nameon your Red Hat Linux
system.Examples:

The.bashrc �le in yourhomedirectorycontainsbashshellde�nitions andaliasesfor yourown
use.

The /etc/fstab �le containsinformationaboutdifferentsystemdevicesand�lesystems.

Install thewebalizer RPMif youwantto useaWebserver log �le analysisprogram.

application

This styleshouldindicateto you thattheprogramnamedis anend-userapplication(asopposed
to systemsoftware).For example:

UseMozilla to browsetheWeb.

[key]

A key on thekeyboardis shown in thisstyle.For example:

To use[Tab] completion,type in a characterandthenpressthe [Tab] key. Your terminalwill
displaythelist of �les in thedirectorythatstartwith thatletter.

[key]-[combination]

A combinationof keystrokesis representedin this way. For example:

The[Ctrl]-[Alt]-[Backspace]key combinationwill exit your graphicalsessionandreturnyou to
thegraphicallogin screenor theconsole.

text found on a GUI interface

A title, word, or phrasefoundon a GUI interfacescreenor window will beshown in this style.
Whenyou seetext shown in this style,it is beingusedto identify a particularGUI screenor an
elementonaGUI screen(suchastext associatedwith a checkboxor �eld). Example:

SelecttheRequirePassword checkboxif youwouldlikeyourscreensaver to requireapassword
beforestopping.
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top level of a menuon a GUI screenor window

Whenyouseeaword in this style,it indicatesthattheword is thetop level of apulldown menu.
If youclick on theword on theGUI screen,therestof themenushouldappear. For example:

UnderFile on a GNOME terminal,you will seethe New Tab option that allows you to open
multipleshellpromptsin thesamewindow.

If you needto type in a sequenceof commandsfrom a GUI menu,they will beshown like the
following example:

Go to Main Menu Button (on thePanel)=> Programming => Emacsto starttheEmacstext
editor.

button on a GUI screenor window

Thisstyleindicatesthatthetext will befoundonaclickablebuttononaGUI screen.Forexample:

Click on theBack buttonto returnto thewebpageyou lastviewed.

computer output

Whenyouseetext in thisstyle,it indicatestext displayedby thecomputeron thecommandline.
You will seeresponsesto commandsyou typedin, errormessages,andinteractive promptsfor
your inputduringscriptsor programsshown this way. For example:

Usethe ls commandto displaythecontentsof adirectory:
$ ls
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responseto the command(in this case,the contentsof the directory)is
shown in this style.

prompt

A prompt,which is a computer's way of signifying that it is readyfor you to input something,
will beshown in thisstyle.Examples:

$

#

[stephen@maturin stephen]$

leopard login:

user input

Text thattheuserhasto type,eitheron thecommandline, or into a text box on a GUI screen,is
displayedin this style.In thefollowing example,text is displayedin this style:

To bootyour systeminto thetext basedinstallationprogram,you will needto typein thetext
commandat theboot: prompt.

Additionally, weuseseveraldifferentstrategiesto draw yourattentionto certainpiecesof information.
In orderof how critical the informationis to your system,theseitemswill be marked asnote,tip,
important,caution,or awarning.For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.
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Tip

The directory /usr/share/doc contains additional documentation for packages installed on your
system.

Impor tant

If you modify the DHCP con�gur ation �le , the changes will not take effect until you restart the DHCP
daemon.

Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

Warning

If you choose not to partition manually, a server installation will remove all existing partitions on all
installed hard drives. Do not choose this installation class unless you are sure you have no data you
need to save.

2. More to Come
TheOf�cial RedHat LinuxSecurityGuideis partof RedHat'sgrowing commitmentto provideuseful
andtimely supportto RedHatLinux users.As new toolsandsecuritymethodologiesarereleased,this
guidewill beexpandedto includethem.

2.1. Send in Your Feedbac k

If you spot a typo in the Of�cial RedHat Linux SecurityGuide, or if you have thoughtof a way
to make this manualbetter, we would love to hearfrom you! Pleasesubmit a report in Bugzilla
(http://www.redhat.com/bugzilla) againstthecomponentrhl-sg .

Besureto mentionthemanual's identi�er:

rhl-sg(EN)-8.0-Print-RHI (2002-08-30T11:29-0400)

If youmentionthis manual's identi�er, wewill know exactly whichversionof theguideyouhave.

If you have a suggestionfor improving the documentation,try to be asspeci�c aspossible.If you
have found anerror, pleaseincludethe sectionnumberandsomeof thesurroundingtext so we can
�nd it easily.
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Chapter 1.

Security Overview

Becauseof theincreasedrelianceonpowerful, networkedcomputersto helprun businessesandkeep
track of our personalinformation,industrieshave beenformedaroundthe practiceof network and
computersecurity. Enterpriseshave solicited the knowledgeandskills of securityexpertsto prop-
erly audit systemsandtailor solutionsto �t theoperatingrequirementsof theorganization.Because
mostorganizationsaredynamicin nature,with workersaccessingcompany IT resourceslocally and
remotely, theneedfor securecomputingenvironmentshasbecomemorepronounced.

Unfortunately, mostorganizations(aswell asindividual users)regardsecurityasan afterthought,a
processthat is overlooked in favor of increasedpower, productivity, andbudgetaryconcerns.Proper
securityimplementationis oftenenacted"postmortem"— afteranunauthorizedintrusionhasalready
occurred.Securityexpertsagreethattheright measurestakenprior to connectingasiteto anuntrusted
network suchastheInternetis aneffective meansof thwartingmostattemptsat intrusion.

1.1. What is Computer Security?
Computersecurityis ageneraltermthatcoversawideareaof computingandinformationprocessing.
Industriesthatdependon computersystemsandnetworks to conductdaily businesstransactionsand
accesscrucial informationregardtheir dataasanimportantpartof their overall assets.Several terms
andmetricshaveenteredourdaily businesslives,suchastotalcostof ownership(TCO)andqualityof
service(QoS).In thosemetrics,industriescalculateaspectssuchasdataintegrity andhigh-availability
aspartof their planningandprocessmanagementcosts.In someindustries,suchaselectroniccom-
merce,theavailability andtrustworthinessof datacanbethedifferencebetweensuccessandfailure.

1.1.1. How did Computer Security Come about?

Many readersmay recall the movie "Wargames",starringMatthew Broderick in his portrayalof a
high schoolstudentthatbreaksinto theUnitedStatesDepartmentof Defense(DOD) supercomputer
andinadvertentlycausesanuclearwarthreat.In thismovie,Broderickuseshismodemto dial into the
DOD computer(calledWOPR)andplaysgameswith thearti�cially intelligentsoftwarecontrolling
all of the nuclearmissilesilos. The movie wasreleasedduring the "cold war" betweenthe former
RussianRepublicandtheUnitedStates,andwasconsideredasuccessin its theatricalreleasein 1983.
Thepopularityof themovie inspiredmany individualsandgroupsto begin implementingsomeof the
methodsthattheyoungprotagonistusedto crackrestrictedsystems,includingwhat is known aswar
dialing — a methodof searchingphonenumbersfor analogmodemconnectionsin ande�ned area
codeandphonepre�x combination.

More than10 yearslater, aftera four-year, multi-jurisdictionalpursuitinvolving theFederalBureau
of Investigation(FBI) andtheaid of computerprofessionalsacrossthe country, infamouscomputer
cracker Kevin Mitnick wasarrestedandchargedwith 25 countsof computerandaccessdevice fraud
that resultedin anestimatedUS$80Million in lossesof intellectualpropertyandsourcecodefrom
Nokia,NEC,SunMicrosystems,Novell, Fujitsu,andMotorola.At thetime, theFBI consideredit the
largestsinglecomputer-relatedcriminal offensein U.S. history. He wasconvicted andsentencedto
a combined68 monthsin prisonfor his crimes,of which he served 60 monthsbeforehis paroleon
January21, 2000.He hasbeenfurther barredfrom usingcomputersor doing any computer-related
consultinguntil 2003.Investigatorssay that Mitnick wasan expert in social engineering— using
humanbeingsto gainaccessto passwordsandsystemsusingfalsi�ed credentials.

Informationsecurityhasevolvedover theyearsdueto the increasingrelianceon public networks to
disclosepersonal,�nancial, andotherrestrictedinformation.Therearenumerousinstancessuchas
theMitnick andtheVladamirLevin casethatpromptedorganizationsacrossall industriesto rethink
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theway they handleinformationtransmissionanddisclosure.Thepopularityof theInternetwasone
of themostimportantdevelopmentsthatpromptedanintensi�ed effort in datasecurity.

An ever-growing numberof peopleareusingtheirpersonalcomputersto gainaccessto theresources
thattheInternethasto offer. Fromresearchandinformationretrieval to electronicmail andcommerce
transaction,the Internethasbeenregardedasoneof the most importantdevelopmentsof the 20th
century.

The Internetandits earlierprotocols,however, weredevelopedasa trust-basedsystem.That is, the
InternetProtocolwasnotdesignedto besecurein itself.Therearenoapprovedsecuritystandardsbuilt
into theTCP/IPcommunicationsstack,leaving it opento potentiallymalicioususersandprocesses
acrossthenetwork. Moderndevelopmentshave madeInternetcommunicationmoresecure,but there
arestill severalincidentsthatgainnationalattentionandalertusto thefactthatnothingis completely
safe.

1.1.2. Computer Security Timeline

Severalkey eventscontributedto thebirth andriseof computersecurity. Thefollowing lists someof
themostimportanteventsthatbroughtattentionto computerandinformationsecurityandits impor-
tancetoday.

1.1.2.1. The 1960s

• Studentsat theMassachusettsInstituteof Technology(MIT) form theTechModel RailroadClub
(TMRC), which coin the term"hacker" in the context it is known todayandbegin exploring and
programmingtheschool's PDP-1mainframecomputersystem.

• TheDoD createstheAdvancedResearchProjectsAgency Network (ARPANet), whichgainspop-
ularity in researchandacademiccirclesasa conduitfor theelectronicexchangeof dataandinfor-
mation.This pavestheway for thecreationof thecarriernetwork known todayastheInternet.

• KenThompsondevelopstheUNIX operatingsystem,widely hailedasthemost"hacker-friendly"
OS becauseof its accessibledeveloper tools and compilersand its supportive usercommunity.
Around the sametime, DennisRitchiedevelopsthe C programminglanguage,arguablythe most
popularhackinglanguagein computerhistory.

1.1.2.2. The 1970s

• Bolt, Beranek,andNewman,a computingresearchanddevelopmentcontractorfor government
andindustry, developsthetelnetprotocol,a publicextensionof theARPANet. Thisopensdoorsto
public useof datanetworks oncerestrictedto governmentcontractorsandacademicresearchers.
Telnet,though,is alsoarguablythemostinsecureprotocolfor publicnetworks,accordingto several
securityresearchers.

• Steve JobsandSteve WozniakfoundAppleComputerandbegin marketingthePersonalComputer
(PC).ThePCis thespringboardfor severalmalicioususersto learnthecraft of crackingsystems
remotelyusingcommonPCcommunicationhardwaresuchasanalogmodemsandwar dialers.

• Jim Ellis andTom TruscottcreateUSENET, a bulletin-boardstyle systemfor electroniccommu-
nicationbetweendisparateusers.USENETquickly becomesonethemostpopularforumsfor the
exchangeof ideasin computing,networking,and,of course,cracking.
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1.1.2.3. The 1980s

• IBM developsandmarketsPCsbasedon the Intel 8086microprocessor, a relatively inexpensive
architecturethatbroughtcomputingfrom theof�ce to thehome.This servesto commodifythePC
asa commonandaccessiblehouseholdtool thatwasfairly powerful andeasyto use,aidingin the
proliferationof suchhardwarein thehomesandof�ces of malicioususers.

• The TransmissionControl Protocol,developedby Vint Cerf, is split into two separateparts.The
InternetProtocolis bornof this split, andthecombinedTCP/IPprotocolbecomesthestandardfor
all Internetcommunicationtoday.

• Basedondevelopmentsin theareaof phreaking, or exploringandhackingthetelephonesystem,the
magazine2600:TheHacker Quarterly is createdandbeginsdiscussionon topicssuchashacking
computersandcomputernetworksto abroadaudience.

• The414gang(namedaftertheareacodewherethey livedandhackedfrom) areraidedby author-
ities aftera nine-daycrackingspreewherethey breakinto systemsfrom suchtop-secretlocations
astheLosAlamosNationalLaboratory, anuclearweaponsresearchfacility.

• The Legion of DoomandtheChaosComputerClub aretwo pioneeringhacker groupsthatbegin
exploiting vulnerabilitiesin computersandelectronicdatanetworks.

• TheComputerFraudandAbuseAct of 1986wasvotedinto law bycongressbasedontheexploitsof
IanMurphy, alsoknown asCaptainZap,whobroke into military computers,stoleinformationfrom
company merchandiseorderdatabases,andusedrestrictedgovernmenttelephoneswitchboardsto
make phonecalls.

• Basedon the ComputerFraudandAbuseAct, the courtswereable to convict RobertMorris, a
graduatestudent,for unleashingthe Morris Worm to over 6,000vulnerablecomputersconnected
to theInternet.Thenext mostprominentcaseruledunderthis actwasHerbertZinn, a high-school
dropoutwhocrackedandmisusedsystemsbelongingto AT&T andtheDoD.

• Basedon concernsthat the Morris Worm ordealcould be replicated,the ComputerEmergency
ResponseTeam(CERT) is createdto alertcomputerusersof network securityissues.

• Clifford Stoll writes TheCuckoo's Egg, Stoll's accountof investigatingcrackerswho exploit his
system.

1.1.2.4. The 1990s

• ARPANet is decommissioned.Traf�c from thatnetwork is transferredto theInternet.

• Linus TorvaldsdevelopstheLinux kernelfor usewith theGNU operatingsystem;thewidespread
developmentand adoptionof Linux is largely due to the collaborationof usersand developers
communicatingvia theInternet.Becauseof its rootsin Unix, Linux is mostpopularamongsthack-
ersandadministratorswho found it quiteusefulfor building securealternatives to legacy servers
runningproprietary(closed-source)operatingsystems.

• ThegraphicalWebbrowseris createdandsparksanexponentiallyhigherdemandfor publicInternet
access.

• Vladimir Levin andaccomplicesillegally transferUS$10Million in fundsto several accountsby
crackinginto the CitiBank centraldatabase.Levin is arrestedby Interpol and almostall of the
money is recovered.

• Possiblythe most heraldedof all hackers is Kevin Mitnick, who hacked into several corporate
systems,stealingeverything from personalinformationof celebritiesto over 20,000credit card
numbersandsourcecodefor proprietarysoftware.Heis caughtandconvictedof wire fraudcharges
andserves5 yearsin prison.
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• Kevin Poulsenandanunknown accomplicerigs radiostationphonesystemsto win carsandcash
prizes.He is convictedfor computerandwire fraudandis sentencedto 5 yearsin prison.

• The storiesof hackingandphreakingbecomelegend,andseveral prospective hackersconveneat
theannualDefConconventionto celebratehackingandexchangeideasbetweenpeers.

• A 19-year-old Israelistudentis arrestedandconvicted for coordinatingnumerousbreak-insto US
governmentsystemsduringthePersian-Gulfcon�ict. Military of�cials call it "the mostorganized
andsystematicattack"ongovernmentsystemsin US history.

• USAttorney GeneralJanetReno,in responseto escalatedsecuritybreachesin governmentsystems,
establishestheNationalInfrastructureProtectionCenter.

• British communicationssatellitesaretakenover andransomedby unknown offenders.TheBritish
governmenteventuallyseizescontrolof thesatellites.

1.1.3. Security Today

In Februaryof 2000,a DistributedDenialof Service(DDoS)attackwasunleashedon several of the
mostheavily-traf�ck ed siteson theInternet.Theattackrenderedyahoo.com,cnn.com,amazon.com,
fbi.gov, andseveralothersitescompletelyunreachableto normalusers,asit tieduproutersfor several
hourswith large-byteICMP packet transfers,also called a ping �ood. The attackwas broughton
by unknown assailantsusingspeciallycreated,widely available programsthat scannedvulnerable
network servers,installedclient applicationscalledtrojanson the servers,andtimed an attackwith
every infectedserver �ooding thevictim sitesandrenderingthemunavailable.Many blametheattack
on fundamental�a ws in theway routersandtheprotocolsusedarestructuredto acceptall incoming
data,nomatterwhereor for whatpurposethepacketsaresent.

Thisbringsusto thenew millennium,a timewhereanestimated400Million peopleuseor haveused
theInternetworldwide.At thesametime:

• On any givenday, thereareanestimated142majorincidencesof vulnerabilityexploits reportedto
theCERT CoordinationCenterat Carnegie Mellon University[source:http://www.cert.org]

• In 2001alone,the numberof CERT reportedincidencesdoubledto 52,658from 21,756in 2000
[source:http://www.cert.org]

• The searchengine Google �nds 2,040,000Web pagescontaining the term hackers [source:
http://www.google.com]

• Theworldwideeconomicimpactof thethreemostdangerousInternetVirusesof thelasttwo years
wasa combinedUS$13.2Billion andrising (dueto the insidiousnatureof the still-active Nimda
worm) [source:http://www.computereconomics.com]

Computersecurityhasbecomeaquanti�ableandjusti�able expensefor all IT budgets.Organizations
that requiredataintegrity andhigh availability elicit theskills of systemadministrators,developers,
andengineersto ensure24x7reliability of their systems,services,andinformation.To fall victim to
malicioususers,processes,or coordinatedattacksis adirectthreatto thesuccessof theorganization.

Unfortunately, systemandnetwork securitycanbeadif�cult proposition,requiringanintricateknowl-
edgeof how anorganizationregards,uses,manipulates,andtransmitsits information.Understanding
thewayanorganization(andthepeoplethatmakeuptheorganization)conductsbusinessisparamount
to implementingapropersecurityplan.

1.1.4. Standar dizing Security

Enterprisesin every industryrely onregulationsandrulesthataresetby standardsmakingbodiessuch
astheAmericanMedicalAssociation(AMA) or theInstituteof ElectricalandElectronicsEngineers
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(IEEE). The sameidealshold true for informationsecurity. Many securityconsultantsandvendors
agreeuponthestandardsecuritymodelknown asCIA, or Con�dentiality, Integrity, andAvailability.
This three-tieredmodelis a generallyacceptedcomponentto assessingrisksto sensitive information
andestablishingsecuritypolicy. Thefollowing describestheCIA modelin greaterdetail:

• Con�dentiality — Sensitive informationmustbeavailableonly to a setof pre-de�nedindividuals.
Unauthorizedtransmissionandusageof informationshouldbe restricted.For example,con�den-
tiality of informationensuresthatacustomer's personalor �nancial informationis notobtainedby
anunauthorizedindividual for maliciouspurposessuchasidentity theftor creditfraud.

• Integrity — Informationshouldnotbealteredin waysthatrenderit incompleteor incorrect.Unau-
thorizedusersshouldberestrictedfrom theability to modify or destroy sensitive information.

• Availability — Information shouldbe accessibleto authorizedusersany time that it is needed.
Availability is a warrantythat information can be obtainedwith an agreed-uponfrequency and
timeliness.This is oftenmeasuredin termsof percentagesandagreedto formally in ServiceLevel
Agreements(SLAs)usedby network serviceprovidersandtheirenterpriseclients.

1.2. Security Contr ols
Computersecurity is often divided into threedistinct mastercategories,commonlyreferredto as
controls:

• Physical

• Technical

• Administrative

Thesethreebroadcategoriesde�ne the main objectives of propersecurityimplementation.Within
thesecontrolsaresub-categoriesthatfurtherdetailthecontrolsandhow to implementthem.

1.2.1. Physical Contr ols

Thephysicalcontrolis theimplementationof securitymeasuresin ade�nedstructureusedto deteror
preventunauthorizedaccessto sensitive material.Examplesof physicalcontrolsare:

• Closed-circuitsurveillancecameras

• Motion or thermalalarmsystems

• Securityguards

• PictureIDs

• Lockedanddead-boltedsteeldoors

1.2.2. Technical Contr ols

Thetechnicalcontrolusestechnologyasabasisfor controllingtheaccessandusageof sensitive data
throughouta physicalstructureandover a network. Technicalcontrolsarefar-reachingin scopeand
encompasssuchtechnologiesas:

• Encryption

• Smartcards

• Network authentication
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• Accesscontrollists (ACLs)

• File integrity auditingsoftware

1.2.3. Administrative Contr ols

Administrative controlsde�ne thehumanfactorsof security. It involvesall levelsof personnelwithin
anorganizationanddetermineswhich usershave accessto what resourcesandinformationby such
meansas:

• Trainingandawareness

• Disasterpreparednessandrecovery plans

• Personnelrecruitmentandseparationstrategies

• Personnelregistrationandaccounting

1.3. Conc lusion
Now thatyouhave learnedabit abouttheorigins,reasonsandaspectsof security, youcandetermine
theappropriatecourseof actionwith regardsto RedHat Linux. It is importantto know what factors
andconditionsmake up securityin orderto planandimplementa properstrategy. With this informa-
tion in mind,theprocesscanbeformalizedandthepathbecomesclearerasyoudelve deeperinto the
speci�csof thesecurityprocess.



Chapter 2.

Attac kers and Risks

In order to plan and implementa goodsecuritystrategy, you should�rst be awareof someof the
issueswhich determined,motivatedattackersexploit to compromisesystems.Beforedetailingthese
issues,wewill de�ne theterminologyusedwhenidentifyinganattacker.

2.1. Hackers and Crackers
Themodernmeaningof thetermhacker hasoriginsdatingbackto the1960sandtheMassachusetts
Instituteof Technology(MIT) TechModel RailroadClub, which designedtrain setsof large scale
and intricate detail. Hacker was a nameusedfor club memberswho discovereda clever trick or
workaroundfor aproblem.

Thetermhacker hassincecometo describeeverythingfrom computerbuffs to gifted programmers.
A commontrait amongmosthackersis a willingnessto explorein detailhow computersystemsand
networksfunctionwith little or nooutsidemotivation.Opensourcesoftwaredevelopersoftenconsider
themselvesandtheir colleagueshackersandusethewordasa termof respect.

Hackers typically follow a form of the hacker ethic which dictatesthat questfor informationand
expertiseis essentialandthat sharingthis knowledgeis the hackersduty to the community. During
this questfor knowledge,somehackers enjoy the academicchallengesof circumventing security
controlson computersystems.For this reason,thepressoftenusesthetermhacker to describethose
who illicitly accesssystemsandnetworkswith unscrupulous,malicious,or criminal intent.Themore
accurateterm for this type of computerhacker is cracker — a term createdby hackers in the mid-
1980sto differentiatethetwo communities.

2.1.1. Shades of Grey

Therearelevelsof distinctionto describeindividualswho �nd andexploit vulnerabilitiesin systems
andnetworks.They aredescribedby theshadeof hatthatthey "wear"whenperformingtheir security
investigationsandthis shadeis indicative of their intent.

The white hat hacker is onewho testsnetworks andsystemsto examinetheir performanceandde-
terminehow vulnerablethey areto intrusion.Usually, white hathackerscracktheir own systemsor
the systemsof a client who hasspeci�cally employed themfor the purposesof securityauditing.
Academicresearchersandprofessionalsecurityconsultantsaretwo examplesof whitehathackers.

A black hat hacker is synonymouswith a cracker. In general,crackersarelessfocusedon program-
mingandtheacademicsideof breakinginto systems.They oftenrely onavailablecrackingprograms
andexploit well known vulnerabilitiesin systemsto uncover sensitive informationfor personalgain
or to in�ict damageon thetargetsystemor network.

Thegrey hathacker, ontheotherhand,hastheskills andintentof awhitehathacker in mostsituations
but useshisknowledgefor lessthannoblepurposesonoccasion.A grey hathacker canbethoughtof
asawhitehathacker whowearsablackhatat timesto accomplishhisown agenda.

Grey hathackerstypically subscribeto anotherform of thehackerethic,whichsaysit is acceptableto
breakinto systemsaslong asthehacker doesnot committheftor breachcon�dentiality. Somewould
argue,however thattheactof breakinginto asystemis in itself unethical.

Regardlessof the intent of the intruder, it is importantto know theweaknessesa cracker will likely
attemptto exploit. Theremainderof thechapterwill focuson theseissues.
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2.2. Threats To Network Security
By breakingdown a network into its basicsegments,we candeterminethe risks andde�ne what is
necessaryto preventunauthorizedaccess.

2.2.1. Insecure Architectures

A miscon�gurednetwork is aprimaryentrypoint for unauthorizedusers.Leaving atrust-based,open
local network vulnerableto thehighly-insecureInternetis muchlike leaving a doorajar in a crime-
riddenneighborhood— nothingmayhappenfor anarbitraryamountof time,but eventuallysomeone
will exploit theopportunity.

2.2.1.1. Broadcast Networks

Systemadministratorsoften fail to realizethe importanceof networking hardware in their security
schemas.Simplehardwaresuchashubsandroutersrely on thebroadcastor non-switchedprinciple;
thatis, whenever anodetransmitsdataacrossthenetwork to a recipientnode,thehubor routersends
a broadcastof thedatapacketsuntil therecipientnodereceivesandprocessesthedata.This method
is the mostvulnerableto addressresolutionprotocol (arp) or mediaaccesscontrol (MAC) address
spoo�ng by bothoutsideintrudersandunauthorizeduserson local nodes.For adviceonchoosingthe
right networking hardwareandtopology, referto Chapter8.

2.2.1.2. Centraliz ed Servers

Another potentialnetworking pitfall is the useof centralizedcomputing.A commoncost-cutting
measurefor many businessesis to consolidateall servicesto a singlepowerful machine.This canbe
convenientbecauseit is easierto manageandcostsconsiderablylessthanmultiple-server con�gu-
rations.However, a centralizedserver introducesa singlepoint of failure on the network. So if the
centralserver is compromised,it mayrenderthenetwork completelyuselessor worse,proneto data
manipulationor theft. In thesesituationsa centralserver becomesananopendoor, allowing access
to theentirenetwork. Referto Chapter8 for moreinformationaboutnetwork segmentationandhow
they helpyouavoid anincident.

2.2.1.3. No Firewall

The leastlikely, but still common,mistake amongadministratorsandhomeusersis the assumption
thattheirnetwork is inherentlysecureand,thus,they forgotheimplementationof a�re wall or network
packet �ltering service.The installationof a dedicated�re wall, whetherstandaloneor aspart of a
serverthatwill actasagateway, is crucialto segmentinginternalandexternalnetwork traf�c. Leaving
the internalnetwork exposedto the Internet,especiallyif theconnectionto the Internetis constant,
is an openinvitation to any Internetuserthat happensto �nd the network's external IP address.A
crackercanpotentiallyactasanodeonyour internalnetwork or takeovermachinesonthenetwork to
actasa proxy. Firewalls canhelpprevent this by usingpacket �ltering, port forwarding,or Network
AddressTranslation(NAT). They canalsoactasaproxybetweentheinternalnetwork andtheInternet,
furtherbuffering theprivatenetwork from theInternet.Refusingto implementa �re wall or, perhaps
moreimportantly, settingup a �re wall incorrectly, leavesa network completelyvulnerable.Referto
Chapter7 for moreinformationoncon�guring a �re wall for yournetwork.

2.2.2. Network Encr yption

Password-protectedapplicationsand servicesare soundmeansof protectinga network. However,
thesepasswordsshouldnever bepassedover public networks unencrypted.This is becausecrackers
usereadablyavailable tools to sniff network traf�c for datasuchas passwords to gain accessto
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privatenetworksandservices.Unfortunately, many applicationsandservices(suchastelnetandFTP)
transmitpasswords in plain text (alsoknown asclear text) which makes themvulnerableto these
network snif�ng applications.

Encryptionisageneralmethodof scramblingdata,suchaspasswords,in ordertoprotectit in theevent
of interception.Dependingontheencryptionmethodused,it couldconceivably takeacracker several
thousandyearsto decryptthe datausingconventionalmethods.Most encryptionmethodsaredone
betweentheclient applicationandtheserver, makingthe processtransparentto all users.However,
encryptionis somethingthatmostpeopledo not understand.Administratorsfeel that it is a nuisance
to integrateinto their network services,eventhough,in mostcases,encryptingnetwork traf�c canbe
a relatively simpleprocedure.Theadvantagesof usingencryptionvastlyoutweighits liabilities.

2.2.3. Wireless Local Area Networks (WLANS)

Thepopularityof mobile technologyhaspromptedengineersto develop new waysof connectingto
andcommunicatingwith others.Cellularandradio-frequency (RF) technologyhasusheredanew age
of wirelesscommunicationthat boastscompetitive speedsand functionality comparedto wired or
cabledcommunicationsolutions.

The recentIEEE 802.11bwirelessprotocol (wi-� ) hasbecomean industry standardfor usersthat
needamoremobilenetworkingsolution.The802.11bstandarduses2.4GHzDirectSequenceSpread
Spectrum(DSSS)frequency for communication.It alsouses40-bitWiredEquivalentPrivacy (WEP)
encryptionof all datatraf�c. It seemsto betheidealsolutionfor userswhomovefrequentlyor donot
have accessto traditionalRJ-45or RJ-11cablinglines.

Therehavebeenrecentreports,however, thatdisputetherelativesecurityof 802.11bandotherWLAN
technologies.One major drawback of wirelessnetworking is that mostwirelessnetwork interface
cards(NICs) must be operatedin promiscuousmode— that is, datapackets must continually be
broadcastin orderfor the wirelessNIC to transmitandreceive the packets that areintendedfor it.
Moreover, the WEP encryptionbuilt into 802.11bNICs andAccessPointsis, by many estimates,
a weakform of encryptionthat canbecracked usingstandarddesktopor laptopPCs.Many WLAN
administratorsdonotevenenabletheWEPencryption,makingtheability to interceptdataeveneasier.
For generalinformationonwirelesssecurity, referto Chapter8.

2.3. Threats To Server Security
Server securityis as importantasnetwork securitybecauseserverscanhold mostor all of the or-
ganization's vital information.If a server is compromised,all of its contentsmay becomeavailable
for thecracker to stealor manipulateat will. Therearemany waysthata server canbecracked.The
following sectionsdetailsomeof themainissues.

2.3.1. Unused Services and Open Por ts

By default,mostoperatingsystemsinstall severalpiecesof commonlyusedsoftware.RedHatLinux,
for example,caninstall up to 1200applicationandlibrary packagesin a single installation.While
mostserver administratorswill not opt to install every singlepackagein the distribution, they will
install abaseinstallationof packages,includingseveralserverapplications.

A commonoccurrenceamongsystemadministratorsis to install anoperatingsystemwithout know-
ing whatis actuallybeinginstalled.Thiscanbetroublesome,asmostoperatingsystemswill notonly
install theapplications,but alsosetupa basecon�guration andturn serviceson. This cancauseun-
wantedservices,suchastelnet,DHCP, or DNS to berunningon a server or workstationwithout the
administratorrealizingit, leadingto unwantedtraf�c to theserver or evena pathinto thesystemfor
crackers.SeeChapter5 for informationonclosingportsanddisablingunusedservices.
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2.3.2. Unpatc hed Services

Mostserverapplicationsthatareincludedin adefaultRedHatLinux installationaresolid,thoroughly
testedpiecesof software.Many of theserverapplicationshavebeenin usein productionenvironments
for many years,andtheircodehasbeenthoroughlyre�ned andmany of thebugshavebeenfoundand
�x ed.

However, thereis no suchthing asperfectsoftware,andthereis alwaysroomfor furtherre�nement.
Moreover, newer software is often not as rigorously testedas one might expect,due to its recent
arrival to productionenvironmentsor becauseit may not be as popularas other server software.
Developersandsystemadministratorsoften �nd exploitablebugsin server applicationsandpublish
theinformationon bug trackingandsecurity-relatedwebsitessuchastheBugtraqmailing list or the
ComputerEmergency ResponseTeamwebsite.CERT andBugtraqnormally alert interestedparties
of the vulnerabilities.However, even then, it is up to systemadministratorsto patchand �x these
bugs whenever they are madepublic, as crackers also have accessto thesevulnerability tracking
servicesandwill usesuchinformationto crackunpatchedsystemswherever they can.Goodsystem
administrationrequiresvigilance,constanttrackingof bugs,andpropersystemmaintenanceto ensure
asecurecomputingenvironment.

2.3.3. Inattentive Administration

Similar to server applicationswhich languishunpatchedby developersareadministratorswho fail to
patchtheir systemsor aretoo ignorantto doso.Accordingto theSystemAdministrationNetworkand
SecurityInstitute(SANS), theprimarycauseof computerssecurityvulnerabilityis to "assignuntrained
peopleto maintainsecurityandprovide neitherthetrainingnor thetime to make it possibleto do the
job."1 This appliesasmuchto inexperiencedadministratorsasit doesto overcon�dentor amotivated
administrators.

Someadministratorsfail to patchtheir serversandworkstations,while othersfail to watchlog mes-
sagesfrom their systemkernelor from network traf�c. Anothercommonerror is to leave thedefault
passwordsor keys in servicesthat have suchauthenticationmethodsbuilt into them.For example,
somedatabasesleave default administrationpasswordsundertheassumptionthatthesystemadmin-
istratorwill changethis immediatelyuponcon�guration.Evenan inexperiencedcracker canusethe
widely-known default passwordto gainadministrative privilegesto thedatabase.Thesearejustafew-
examplesof inattentive administrationthatcaneventuallyleadto acompromisedsystem.

2.3.4. Inherentl y Insecure Services

Even the mostvigilant organizationthat doestheir job well andkeepsup with their daily responsi-
bilities canfall victim to vulnerabilitiesif the servicesthey choosefor their network areinherently
insecure.Therearecertainservicesthatweredevelopedundertheassumptionthat they will beused
over trustednetworks;however, this assumptionfalls shortassoonastheservicebecomesavailable
over theInternet.

Someexamplesof inherentlyinsecureservicesincludeserversthatrequirepasswordsor passphrases
for authentication(in itself, a securefeature),but fail to encryptthepasswordsasthey aresentover
thewire to theauthenticatingservice.TelnetandFTParetwo suchservices.A packet snif�ng device
setbetweena remoteuserandthetelnetserver caneasilybesetto stealpasswords(especiallyif the
telnetuserhappensto switchto anadministrative userduringa telnetsession).

Theservicesnotedabovecanalsomoreeasilyfall prey to whatthesecurityindustrytermstheman-in-
the-middleattack.In this typeof attack,acracker redirectsnetwork traf�c by tricking acrackedname
server on the network to point to his machineinsteadof the intendedserver. Oncesomeoneopens
a remotesessionto that server, the attacker's machineactsas an invisible conduit, sitting quietly

1. Source:http://www.sans.org/newlook/resources/errors.html
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betweentheremoteserviceandtheunsuspectingusercapturinginformation.This way a cracker can
gatheradministrative passwordsandraw datawithouteithertheserver's or theuser's knowledge.

Anotherexampleof insecureservicesarenetwork �le systemsandinformationservicessuchasNFS
or NIS which are developedexplicitly for LAN usagebut are, unfortunately, extendedto include
WANs (for remoteusers).NFSdoesnot, by default, have any authenticationor securitymechanisms
con�gured that will prevent a cracker from simply mountingthe NFSshareandaccessinganything
containedtherein.NIS, as well, hasvital information that must be known by every computeron
a network, including passwords and �le permissions,within a plain text ACSII or DBM (ASCII-
derived)database.A cracker cantake this databaseand�nd thepasswordsof eachandevery useron
anetwork, includingtheadministrator.

2.4. Threats To Workstation and Home PC Security
WorkstationsandhomePCsmaynotbeasproneto attackasnetworksor servers,but they maycontain
sensitive information,suchascredit cardinformation,thatwould be damagingif stolen.They may
alsobeusedby attackersasa "slave" machinein coordinatedattacks,without theuser's knowledge.
Knowing thevulnerabilitiesof yourworkstationcansaveyoutheheadacheof having to reinstallyour
operatingsystem— or having your administratordo it for you.

2.4.1. Bad Passwords

Badpasswordsarenot invalid whenrunningRedHat Linux. However, a badpassword is oneof the
easiestwaysfor an attacker to gain accessto a system.For moreon how to avoid commonpitfalls
whencreatingapassword,seeSection4.3.

2.4.2. Vulnerab le Client Applications

Althoughanadministratormayhaveafully secureandpatchedserver, thatdoesnotmeanthatremote
usersaresecurewhenaccessingit. For instance,if the server offers Telnetor FTP servicesover a
public network, anattacker cancapturetheplain text usernamesandpasswordsasthey passover the
network, andthenusetheaccountinformationto accesstheremoteuser's workstation.

Evenwhenusingsecureprotocols,suchasSHH,a remoteusermaybevulnerableto certainattacks
if they do not keeptheir client applicationsupdated.For instance,v.1 SSH clients are vulnerable
anX-forwardingattackfrom maliciousSSHservers.Onceconnectedto the server, the attacker can
quietly captureany keystrokesandmouseclicks madeby theclient over thenetwork. This problem
was�x edin thev.2 SSHprotocol,but it is up to theuserto keeptrackof whatapplicationshavesuch
vulnerabilitiesandupdatethemasnecessary.

Chapter4 will discussin moredetailwhatstepsadministratorsandhomeusersshouldtake to limit
thevulnerabilityof computerworkstations.
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Chapter 3.

Security Updates

As securityexploits in softwarearediscovered,the softwaremustbe �x ed to closethe possiblese-
curity risk. If thepackageis partof anof�cial RedHat Linux distribution thatis currentlysupported,
RedHat, Inc. is committedto releasingof�cial updatedpackagesthat �x securityholesassoonas
possible.If theannouncementof thesecurityexploit is accompaniedwith apatch(or sourcecodethat
�x es the problem),the patchis appliedto the RedHat Linux package,testedby the quality assur-
anceteam,andreleasedasanof�cial errataupdate.If theannouncementdoesnot includea patch,a
RedHat Linux developerwill work with themaintainerof thepackageto �x theproblem.After the
problemis �x ed,it is testedandreleasedasanof�cial errataupdate.

If you areusinga packagefor which a securityerratareport is released,it is highly recommended
thatyouupdateto thesecurityerratapackagesassoonasthey arereleasedto minimizethetime your
systemis exploitable.

Not only doyouwantto updateto thelatestpackagesthat�x any securityexploits,but youalsowant
to make surethelatestpackagesdo not containfurtherexploits suchasa trojanhorse.A cracker can
easilyrebuild aversionof apackage(with thesameversionnumberastheonethatis supposedto �x
theproblem)but with a differentsecurityexploit in thepackageandreleaseit on theInternet.If this
happens,usingsecuritymeasuressuchasverifying �les againsttheoriginal RPM will not detectthe
exploit. Thus,it is very importantthatyou only downloadRPMsfrom of�cial sources,suchasfrom
RedHat, Inc.,andcheckthesignatureof thepackageto make sureit wasbuilt by theof�cial source.

RedHat offerstwo waysto retrieve of�cial securityupdates:

1. Downloadfrom RedHat Network

2. Downloadedfrom theof�cial RedHatLinux Erratawebsite

3.1. Using Red Hat Network
Red Hat Network allows you to automatemost of the updateprocess.It determineswhich RPM
packagesarenecessaryfor your system,downloadsthemfrom a securerepository, veri�es theRPM
signatureto make surethey have not beentamperedwith, andupdatesthem.Thepackageinstall can
occurimmediatelyor canbescheduledduringacertaintime period.

RedHat Network requiresyou to provide a SystemPro�le for eachmachinethatyou wantupdated.
TheSystemPro�le containshardwareandsoftwareinformationaboutthesystem.This information
is keptcon�dential andnot give to anyoneelse.It is only usedto determinewhich errataupdatesare
applicableto eachsystem.Without it, RedHatNetwork cannotdeterminewhetheryoursystemneeds
updates.Whena securityerrata(or any type of errata)is released,RedHat Network will sendyou
anemailwith a descriptionof theerrataaswell aswhich of your systemsareaffected.To apply the
update,you canusetheRed Hat Update Agent or schedulethepackageto beupdatedthroughthe
websitehttp://rhn.redhat.com.

To learnmoreaboutthebene�tsof RedHat Network, referto theRedHat NetworkReferenceGuide
availableat http://www.redhat.com/docs/manuals/RHNetwork/ or visit http://rhn.redhat.com.

3.2. Using the Errata Website
Whensecurityerratareportsarereleased,they arepublishedon the of�cial RedHat Linux Errata
websiteavailableat http://www.redhat.com/apps/support/errata/. From this page,selectthe product
andversionfor your system,andthenselectsecurity at thetop of thepageto displayonly RedHat
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Linux SecurityAdvisories.If thesynopsisof oneof theadvisoriesdescribesa packageusedon your
system,click on thesynopsisfor moredetails.

Thedetailspagedescribesthesecurityexploit andany specialinstructionsthatmustbeperformedin
additionto updatingthepackageto �x thesecurityhole.

To download the updatedpackage(s),click on the packagename(s)and save to the hard drive. It
is highly recommendedthat you createa new directory suchas /tmp/updates and save all the
downloadedpackagesto it.

All of�cial RedHat Linux packagesaresignedwith theRedHat, Inc. GPGkey. TheRPM utility in
RedHat Linux 8.0 automaticallytries to verify theGPGsignatureof anRPM beforeinstalling it. If
you do not have theRedHat, Inc. GPGkey installed,install it from a secure,staticlocationsuchas
anof�cial RedHatLinux distribution CD-ROM.

AssumingtheCD-ROM is mountedin /mnt/cdrom , usethefollowing commandto import it into the
keyring:

rpm --import /mnt/cdrom/RPM-GPG-KEY

To displaya list of all keys installedfor RPM veri�cation, executethecommand:

rpm -qa gpg-pubkey*

For theRedHat, Inc. key, theoutputwill include:

gpg-pubkey-db42a60e-37ea 5438

To displaydetailsabouta speci�c key, usethe rpm -qi followed by the output from the previous
command:

rpm -qi gpg-pubkey-db42a60e-37e a543 8

It is extremelyimportantthat you verify thesignatureof the RPM �les beforeinstalling them.This
stepensuresthat they have not beenaltered(suchasa trojanhorsebeinginsertedinto thepackages)
from theof�cial RedHat,Inc. releaseof thepackages.To verify all thedownloadedpackagesatonce:

rpm -K /tmp/updates/*.rpm

For eachpackage,if theGPGkey veri�es successfully, it shouldreturngpg OKin theoutput.

After verifying theGPGkey anddownloadingall thepackagesassociatedwith theerratareport,install
themasroot atashellprompt.For example:

rpm -Uvh /tmp/updates/*.rpm

If theerratareportscontainedany specialinstructions,rememberto executethemaccordingly. If the
securityerratapackagescontaineda kernelpackage,besureto rebootthemachineto enablethenew
kernel.
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Workstation Security

SecuringaLinux environmentbeginswith theworkstation.Whetheryou arelockingdown your own
personalmachineor securinganenterprisesystem,soundsecuritypolicy beginswith the individual
computer. After all, acomputernetwork is only assecureastheweakestnode.

4.1. Evaluating Workstation Security
Whenevaluatingthesecurityof aRedHat Linux workstation,considerthefollowing:

• BIOSand Boot LoaderSecurity— Canan unauthorizeduserphysicallyaccessthe machineand
bootinto singleuseror rescuemodewithoutapassword?

• Password Security— How securearetheuseraccountpasswordson themachine?

• AdministrativeControls— Whohasanaccountonthesystemandhow muchadministrative control
do they have?

• AvailableNetworkServices— Whatservicesarelisteningfor requestsfrom thenetwork andshould
they berunningatall?

• PersonalFirewalls — Whattypeof �re wall, if any, is necessary?

• SecurityEnhancedCommunicationTools— What toolsshouldbeusedto communicatebetween
workstationsandwhatshouldbeavoided?

4.2. BIOS and Boot Loader Security
Passwordprotectionfor theBIOSandthebootloadercanpreventunauthorizeduserswhohavephys-
ical accessto your systemsfrom bootingfrom removablemediaor attainingroot throughsingleuser
mode.But thesecuritymeasuresoneshouldtake to protectagainstsuchattacksdependsbothon the
sensitivity of theinformationtheworkstationholdsandthelocationof themachine.

For instance,if a machineis usedin a tradeshow andcontainsno sensitive information,thanit may
not becritical to prevent suchattacks.However, if anemployee's laptopwith private,non-password
protectedSSHkeys for thecorporatenetwork is left unattendedat thatsametradeshow, it canleadto
amajorsecuritybreechwith rami�cationsfor theentirecompany.

On the otherhand,if the workstationis locatedin a placewhereonly authorizedor trustedpeople
have access,thensecuringtheBIOSor thebootloadermaynotbenecessaryat all.

4.2.1. BIOS Passwords

Thefollowing arethetwo primaryreasonsfor password protectingtheBIOSof acomputer1:

1. PreventChangesTo BIOSSettings-- If an intruderhasaccessto the BIOS, they canset it to
boot off of a disketteor CD-ROM. This makes it possiblefor themto enterrescuemodeor
singleusermode,which in turn allows themto seednefariousprogramson thesystemor copy
sensitive data.

1. SincesystemBIOSesdiffer betweenmanufacturers,somemay not supportpassword protectionof either

type,while othersmaysupportonetypeandnot theother.
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2. PreventBootingthe System-- SomeBIOSesallow you to password protectthe boot process
itself. Whenactivated,anattacker would beforcedto entera password for theBIOS to launch
thebootloader.

Becausethemethodsfor settingaBIOSpasswordvary betweencomputermanufacturers,youshould
consultthemanualfor your computer.

If you forget the BIOS password, it canoften be reseteitherwith jumperson the motherboardor
by disconnectingthe CMOS battery. However, you shouldcheckthe manualfor your computeror
motherboardbeforeattemptingthisprocedure.

4.2.2. Boot Loader Passwords

Thefollowing aretheprimaryreasonsfor password protectingaLinux bootloader:

1. PreventAccessTo SingleUser Mode— If an attacker canboot into singleusermode,hebe-
comestheroot user.

2. Prevent AccessTo the GRUB Console— If the machineusesGRUB as its boot loader, an
attacker canusetheedit thecommand's interfaceto changeits con�gurationor to gatherinfor-
mationusingthecat command.

3. PreventAccessTo Non-Secure Operating Systems— If it is adualbootsystem,anattacker can
selectat boot time an operatingsystem,suchasDOS,which ignoresaccesscontrolsand�le
permissions.

Therearetwo boot loadersthat ship with RedHat Linux, GRUB andLILO. The next two sections
will describehow to password protecttheseapplications.

4.2.2.1. Password Protecting GRUB

You cancon�gure GRUB to addressthe�rst two issueslistedin Section4.2.2by addinga password
directive to its con�guration�le. To do this, �rst decideonapassword, thenopenashellprompt,log
in asroot,andtype:

/sbin/grub-md5-crypt

Whenprompted,type the GRUB password andpress[Enter]. This will returnan MD5 hashof the
password.

Next, edit theGRUB con�guration�le: /boot/grub/grub.conf . Openthe�le andbelow thetime-
out line in themainsectionof thedocument,addthefollowing line:

password --md5 password-hash

Replacepassword-hash with thevaluereturnedby /sbin/grub-md5-crypt 2.

Thenext time you boot thesystem,theGRUB menuwill not let you accesstheeditoror command
interfacewithout �rst pressing[p] followedby theGRUB password.

Unfortunately, this solution does not prevent an attacker from booting into a non-secure
operatingsystemin a dual boot environment. For this you need to edit a different part of the
/boot/grub/grub.conf �le.

Look for the title line of thenon-secureoperatingsystemandadda line thatsayslock directly
beneathit.

2. GRUB also acceptsplain text passwords, but it is recommendedyou use the md5 version because

/boot/grub/grub.conf is world-readableby default.
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For aDOSsystem,thestanzashouldbegin somethinglike thefollowing:

title DOS
lock

Warning

You must have a password line in the main section of the /boot/grub/grub.c onf �le for this to be
work properly. Otherwise an attacker will be able to access the editor interface and remove the lock
line.

If you wish to have a differentpassword for a particularkernelor operatingsystem,adda lock line
to thestanzafollowedby apassword line.

Eachstanzayou protectwith a uniquepassword shouldbegin with lines similar to the following
example:

title DOS
lock
password --md5 password-hash

Finally, rememberthat the /boot/grub/grub.conf �le is world-readableby default. It is a good
ideato changethis,asis hasnoaffectonthefunctionalityof GRUB, by typingthefollowing command
asroot:

chmod 600 /boot/grub/grub.conf

4.2.2.2. Password Protecting LILO

LILO is a muchsimplerboot loaderthanGRUB anddoesnot offer a commandinterface,so you
neednot worry aboutanattacker gaininginteractive accessto thesystembeforethekernelis loaded.
However, thereis still a dangerin bootingin single-usermodeor bootingto an insecureoperating
system.

Youcancon�gure LILO to askfor apasswordbeforebootingevery operatingsystemor kernelon the
systemby addingapassword directive in theglobally. To do this,opena terminal,log in asroot,and
edit /etc/lilo.conf . Beforethe�rst image stanza,addapassword directive similar to this:

password= password

In theabove directive, replacethewordpassword with yourpassword.

Impor tant

Anytime you edit /etc/lilo.conf , you must run the /sbin/lilo -v -v command for the changes
to take affect. If you have con�gured a password and anyone other than root can read the �le , LILO
will install, but will alert you that the permissions on the con�gur ation �le are wrong.

If you do not want a global password, you can apply the password directive to a stanzalisted in
/etc/lilo.conf for any kernelor operatingsystemto whichyouwish to restrictaccess.To dothis,
addthepassword directive immediatelybelow the image line. When�nished, thestanzawill begin
similar to thefollowing:
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image=/boot/vmlinuz- vers ion
password= password

If you want to allow bootinga kernelor operatingsystemwithout password veri�cation, but do not
wantto allow usersto addargumentswithout a password,you canaddthe restricted directive on
theline below thepassword line within thestanza.Suchastanzawill begin similar to this:

image=/boot/vmlinuz- vers ion
password= password
restricted

If youusetherestricted directive, youmusthave apassword line in thestanza.

Warning

The /etc/lilo.conf �le is world-readable. If you are password protecting LILO, it essential that you
only allow root to read and edit the �le since all passwords are in plain text. To do this, type the
following command as root:

chmod 600 /boot/grub/grub. co nf

4.3. Password Security
Passwordsarethe primaryway RedHat Linux veri�es that theuserlogging into thesystemis who
heclaimsto be.This is why passwordsecurityis enormouslyimportantfor protectionof theuser, the
workstation,andthenetwork.

For securitypurposes,theRedHat Linux installationprogramdefaultsto usingtheMessage-Digest
Algorithm (MD5) andshadow passwords.It is highly recommendedthat you do not alter theseset-
tings.

If you deselectMD5 passwordsduring installation,the older Data EncryptionStandard (DES) for-
mat is used.This format limits passwords to eight alphanumericcharacterpasswords (disallowing
punctuationandotherspecialcharacters)andprovidesamodest56-bit level of encryption.

If you deselectshadow passwords,all userpasswordswill bestoredasa one-way hashin theworld-
readable�le /etc/passwd . This opensup your systemto of�ine password crackingattacks.If an
intrudercangainaccessto themachineasa regularuser, hecanview the /etc/passwd �le andrun
any numberof password crackingprogramsagainstit on his own machine.If thereis an insecure
password in the�le, it is only amatterof time beforethepassword cracker discoversit.

Shadow passwords eliminate this type of attack by storing the password hashesin the �le
/etc/shadow which is readableonly by therootuser.

This forcesa potentialattacker to attemptpassword crackingremotelyby logging into a network
serviceonthemachine,suchasSSHor FTP. Thissortof brute-forceattackis muchslowerandleaves
an obvious trail ashundredsof failed login attemptswill appearin the log �les. Of course,if the
cracker startsanattackin themiddleof thenight andyou have weakpasswords,hemayhave gained
accessbeforedawn.

Beyondmattersof formatandstorageis the issueof content.Thesinglemostimportantthing a user
candoto protecthisaccountis createastrongpassword,whichmake it lesssusceptibleto apassword
crackingattack.
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4.3.1. Creating Strong Passwords

Whencreatingapassword, it is agoodideato follow theseguidelines:

Do NotDo theFollowing:

• Do Not UseOnly Wordsor Numbers — You shouldnever usesolelynumbersor wordsin a
password.

Someexamplesincludethefollowing:

• 8675309

• juan

• hackme

• Do Not UseRecognizableWords— Wordssuchaspropernames,dictionarywords,or even
termsfrom television shows or novels shouldbe avoided,even if they arebookendedwith
numbers.

• john1

• DS-9

• mentat123

• Do NotUseWordsin ForeignLanguages— Password crackingprogramsoftencheckagainst
word lists thatencompassdictionariesof many languages.Relying on foreign languagesfor
securepasswordsis of little use.

Someexamplesincludethefollowing:

• cheguevara

• bienvenido1

• 1dumbKopf

• Do Not UseHacker Terminology — If you think you areelite becauseyou usehacker termi-
nology— alsocalledl337 (LEET) speak— in your password, think again.Many word lists
includeLEET speak.

Someexamplesincludethefollowing:

• H4X0R

• 1337

• Do NotUsePersonalInformation— Steerclearof personalinformation.If theattacker knows
whoyouare,they will haveaneasiertime�guring outyourpasswordif it includesinformation
suchas:

• Yourname

• Thenamesof pets

• Thenamesof family members

• Any birth dates

• Yourphonenumberor zip code
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• Do Not Invert RecognizableWords — Good password checkers always reversecommon
words,soinvertinga badpassword doesnot make it any moresecure.

Someexamplesincludethefollowing:

• R0X4H

• nauj

• 9-DS

• Do Not Write DownYour Password — Never storeyour password on paper. It is muchsafer
to memorizeit.

• Do Not Usethe SamePassword For All Machines— It is importantthat you make separate
passwordsfor eachmachine.This way if onesystemis compromised,all of your machines
will not beimmediatelyat risk.

Do theFollowing:

• Make the Password At LeastEight Characters Long— The longerthepassword is, the bet-
ter. If you areusingMD5 passwords, it shouldbe 15 characterslong or longer. With DES
passwords,usethemaximumlength— eightcharacters.

• Mix UpperandLowerCaseLetters — RedHat Linux is casesensitive, soby mixing cases,
youwill enhancethestrengthof thepassword.

• Mix Letters and Numbers — Adding numbersto passwords,especiallywhenaddedto the
middle(not justat thebeginningor theend),canenhancepassword strength.

• IncludeNon-AlphanumericCharacters — Specialcharacterssuchas&, $, and � cangreatly
improve thestrengthof a password.

• Pick a Password You CanRemember— Thebestpassword in theworld doesyou little good
if youcannotrememberit. Souseacronymsor othermnemonicdevicesto aid in memorizing
passwords.

With all theserules,it may seemdif�cult to createa password meetingall of the criteria for good
passwordswhile avoiding the traits of a badone.Fortunately, therearesomesimplestepsonecan
take to generateamemorable,securepassword.

4.3.1.1. Secure Password Creation Methodology

Therearemany methodspeopleuseto createsecurepasswords.Oneof the morepopularmethods
involvesacronyms.For example:

• Think of amemorablephrase,suchas:

"over thehills andfar away, to grandmothershousewego."

• Next, turn it into anacronym (includingthepunctuation).

othafa,tgmhwg.

• Add complexity by substitutingnumbersand symbolsfor lettersin the acronym. For example,
substitute7 for t andtheatsymbol(@) for a:

o7h@f@,7gmhwg.
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• Add morecomplexity by capitalizingat leastoneletter, suchasH.

o7H@f@,7gmHwg.

• Finally, donot usetheexamplepassword above onany of yoursystems.

While creatingsecurepasswordsis imperative, managingthemproperlyis alsoimportant,especially
for systemadministratorswithin largerorganizations.Thenext sectionwill detailgoodpracticesfor
creatingandmanaginguserpasswordswithin anorganization.

4.3.2. Creating User Passwords Within an Organization

If therearea signi�cant numberof usersin anorganization,thesystemadministratorhastwo basic
optionsavailableto forcetheuseof goodpasswords.They cancreatepasswordsfor theuser, or they
canlet theusercreatehisown passwords,while verifying thepasswordsareof acceptablequality.

Creatingthepasswordsfor theusersensuresthat thepasswordsaregood,but it becomesa daunting
taskastheorganizationgrows. It alsoincreasestherisk of userswriting their passwordsdown.

For thesereasons,systemadministratorspreferto have theusercreatetheir own passwords,but ac-
tively verify that the passwordsaregoodand,in somecases,forceusersto changetheir passwords
periodicallythroughpassword aging.

4.3.2.1. Forcing Strong Passwords

To protect the network from intrusion it is a good idea for systemadministratorsto verify that
the passwords usedwithin an organizationare strong ones.When a user is asked to createor
changehis password, he can use the commandline application passwd , which is PAM aware
and will thereforecheck to seeif the password is easyto crack or too short in length via the
pam_cracklib.so PluggableAuthenticationmanager (PAM) module.SincePAM is customizable,
it is possibleto add further password integrity checkers, suchas pam_passwdqc (available from
http://www.openwall.com/passwdqc/) or to write your own module.For a list of available PAM
modules,seehttp://www.kernel.prg/pub/linux/libs/pam/modules.html. For more information about
PAM, seethechaptertitled PluggableAuthenticationModules(PAM) in theOf�cial RedHat Linux
ReferenceGuide.

It shouldbe noted,however, that the checkperformedon passwords at the time of their creation
will not discover badpasswordsaseffectively asrunninga password crackingprogramagainstthe
passwordswithin theorganization.

Therearemany password crackingprogramsavailablefor RedHat Linux, althoughnoneship with
theoperatingsystem.Below is abrief list of someof themorepopularpassword crackingprograms:

• John The Ripper — A fast and �e xible password cracking program. It allows the use of
multiple word lists and is capable of brute-force password cracking. It is available at
http://www.openwall.com/john/.

• Crack — Perhaps the most well known password cracking software, Crack is
also very fast, though not as easy to use as John The Ripper. It can be found at
http://www.users.dircon.co.uk/~crypto/index.html

• Slurpie — Slurpie is similar to John The Ripper and Crack except it is designedto run
on multiple computers simultaneously, creating a distributed password cracking attack.
It can be found along with a numberof other distributed attack security evaluation tools at
http://www.ussrback.com/distributed.htm
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Warning

Always get authorization in writing before attempting to crack passwords within an organization.

4.3.2.2. Password Aging

Password agingis anothertechniqueusedby systemadministratorsto defendagainstbadpasswords
within an organization.Password agingmeansthat after a setamountof time, usually90 days,the
userwill be promptedto comeup with a new password. The theorybehindthis is that if a useris
forced to changehis password periodically, a cracked password is only useful to an intruder for a
limited amountof time. The downsideto password aging,however, is that usersaremorelikely to
write theirpasswordsdown.

Their aretwo primary waysto enforcepassword agingunderRedHat Linux. you canusethecom-
mandchage or thegraphicalapplicationUser Manager.

The -M optionof thechage commandspeci�esthemaximumnumberof daysthepassword is valid.
So,for instance,if you wantauser's password to expire in 90days,typethefollowing command:

chage -M 90 username

In theabovecommand,replaceusername with thenameof theuser. If youdonotwantthepassword
to expire, it is traditionalto useavalueof 99999 afterthe-M option(this equatesto a little over273
years).

If want to usethe graphicalUser Manager applicationto createpassword agingpolicies,go to the
Main Menu Button (on thePanel)=> SystemSettings=> Users& Groupsor type thecommand
redhat-config-users at ashellprompt(for example,in anXTermor aGNOMEterminal).Click
on the Userstab, selectthe userfrom the userlist, andclick Properties from the button menu(or
chooseFile => Propertiesfrom thepull-down menu).

Thenclick thePassword Info tabandenterthenumberof daysbeforethepasswordexpires,asshown
in Figure4-1.

Figure4-1.User Password Info Pane

For moreinformationon usingtheUser Manager to do this, seethechaptertitled UserandGroup
Con�guration in theOf�cial RedHat LinuxCustomizationGuide.
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4.4. Administrative Contr ols
Whenadministeringa homemachine,the userwill have to performsometasksasthe root useror
by acquiringeffective root privilegesvia a setuidprogram,suchassudo or su . A setuidprogramis
onethatoperateswith theuserID (UID) of theownerof programratherthantheuseroperatingthe
program.Suchprogramsaredenotedby a lower cases in theownersectionof a long formatlisting.

For a systemadministrator, however, choicesmustbe madeas to how muchadministrative access
eachuserswithin the organizationshouldhave to their machine.Througha PAM modulecalled
pam_console.so , someactivities normally reserved only for the root user, suchasrebootingand
mountingremovablemediaareallowedfor the�rst userto log in atthephysicalconsole(seethechap-
ter titled PluggableAuthenticationModules(PAM) in theOf�cial RedHat LinuxReferenceGuidefor
moreon thepam_console.so module).However, otherimportantsystemadministrationtaskssuch
asalteringnetwork settings,con�guring a new mouse,or mountingnetwork devicesareimpossible
without administrative access.As a resultsystemadministratorsmustdecidehow muchto trust the
userson theirnetwork.

4.4.1. Allo wing Root Access

If theuserswithin anorganizationareatrusted,computer-savvy group,thenallowing themrootaccess
may not be a badthing. Allowing root accessusersmeansthatminor issueslike addingdevicesor
con�guring network interfacescanbehandledby the individual user, leaving systemadministrators
freeto dealwith network securityandotherimportantissues.

On theotherhand,giving root accessto individual userscanleadto thefollowing issues(to namea
few):

• MachineMiscon�guration — Userswith root accesscanmiscon�guretheir machinesandrequire
assistanceor worse,openupsecurityholeswithout knowing it.

• RunInsecure Services— Userswith root accessmayrun insecureserverson their machine,such
asFTPor telnet,potentiallyputtingusernamesandpasswordsat risk asthey passover thenetwork
in theclear.

• RunningEmailAttachmentsAsRoot— Althoughrare,emailvirusesthateffectLinux doexist. The
only time they area threat,however, is whenthey arerunby therootuser.

4.4.2. Disallo wing Root Access

If anadministratoris uncomfortableallowing usersto log in asrootfor theseor otherreasons,theroot
password shouldbekeptsecretandaccessto runlevel oneor singleusermodeshouldbedisallowed
throughbootloaderpassword protection(seeSection4.2.2for moreon this topic).

Table4-1 shows waysanadministratorcanfurtherensurethatroot loginsaredisallowed:

Method Description Effects Does Not Effect

Disabling
root SSH
logins.

Edit the
/etc/ssh/sshd_config
�le andsetthe
PermitRootLogin
parameterto no.

Preventsroot accessvia
theOpenSSHsuitof
tools.Thefollowing
programsareprevented
from accessingtheroot
account:�

ssh�

scp�

sftp

Sincethisonly effectsthe
OpenSSHsuiteof tools,no
otherprogramsareeffected
by thissetting.
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Method Description Effects Does Not Effect

Changing
theroot
shell.

Edit the /etc/passwd �le
andchangetheshellfrom
/bin/bash to
/sbin/nologin .

Preventsaccessto theroot
shellandlogstheattempt.
Thefollowing programs
arepreventedfrom
accessingtheroot
account:�

login�

gdm
�

kdm�

xdm�

su�

ssh�

scp
�

sftp

Programsthatdonot
requireashell,suchas
FTPclients,mail clients,
andmany setuid
programs.
Thefollowing programs
arenot preventedfrom
accessingtheroot
account:�

sudo�

FTPclients�

Email clients

Disabling
root
access
via any
console
device
(tty).

An empty
/etc/securetty �le
preventsroot login onany
devicesattachedto the
computer.

Preventsaccessto theroot
accountvia theconsoleor
thenetwork. The
following programsare
preventedfrom accessing
theroot account:�

login�

gdm�

kdm�

xdm�

Othernetwork services
thatopena tty

Programsthatdonot log
in asroot,but perform
administrative tasks
throughthroughsetuidor
othermechanisms.
Thefollowing programs
arenot preventedfrom
accessingtheroot
account:�

su�

sudo�

ssh
�

scp
�

sftp

UsePAM
to limit
root
accessto
services.

Edit the�le for thetarget
servicein the
/etc/pam.d/ directory.
Make surethe
pam_listfile.so is
requiredfor authentication.
SeeSection4.4.2.4for
moredetails.

Preventsroot accessto
network servicesthatare
PAM aware.
Thefollowing servicesare
preventedfrom accessing
theroot account:�

FTPclients
�

Email clients�

login�

gdm
�

kdm�

xdm�

ssh�

scp�

sftp
�

Any PAM awareservices

Programsandservicesthat
arenot PAM aware.

Table 4-1.Methodsof Disabling the Root Account

4.4.2.1. Disab ling the Root Shell

If theadministratordoesnotwishfor usersto log in directlyasroot,hecansettherootaccount's shell
to /sbin/nologin in the /etc/passwd �le. This will prevent accessto the root accountthrough
commandsthatrequireashell,suchasthesu andthessh commands.
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Impor tant

Programs that do not require access to the shell, such as email clients or the sudo command, can
still access the root account.

4.4.2.2. Disab ling Root Logins

To further enforcethis, he candisableroot logins at the consoleby editing the /etc/securetty
�le. This �le lists all devicesthe root useris allowed to log into. If the �le doesnot exist at all, the
root usercanlog in throughany communicationdevice on thesystem,whetherit by via theconsole
or a raw network interface.This is dangerousbecauseif con�gured in this way, a usercould telnet
into his machineasroot, sendinghis password in plain text over the network. By default, RedHat
Linux's /etc/securetty �le only allows theroot userto log at theconsolephysicallyattachedto
themachine.To preventroot from loggingin, remove thecontentsof this �le by typing thefollowing
command:

echo > /etc/securetty

Warning

A blank /etc/securetty �le does not prevent the root user from logging in remotely using the
OpenSSH suite of tools because the console is not opened until after authentication.

4.4.2.3. Disab ling Root SSH Logins

To prevent root logins via the SSHprotocol,you will needto edit the SSHdaemon's con�guration
�le: /etc/ssh/sshd_config . Changetheline thatsays:

# PermitRootLogin yes

To readasfollows:

PermitRootLogin no

4.4.2.4. Disab ling Root Using PAM

PAM allows great �e xibility in denying speci�c accounts via the
/lib/security/pam_listfile.so module.This allows theadministratorto point themoduleat
a list of usersthatarenot allowed to log in. Below is anexampleof how themoduleis usedfor the
FTPservicein the /etc/pam.d/ftp PAM con�guration �le (the \ characterat the endof the �rst
of the�rst line is not necessaryif thedirective is all ononeline):

auth required /lib/security/pam_listfi le.s o item=user \
sense=deny file=/etc/ftpusers onerr=succeed

This tellsPAM to consultthe�le /etc/ftpusers anddeny any userlistedaccessto theservice.The
administratoris freeto changethenameof this �le andcankeepseparatelists for eachserviceor use
onecentrallist to deny accessto multipleservices.
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If theadministratorwantsto deny accessto multiple services,hecanadda similar line to thePAM
con�guration services,such as /etc/pam.d/pop and /etc/pam.d/imap for mail clients or
/etc/pam.d/ssh for SSHclients.

For moreinformationaboutPAM, seethechaptertitled PluggableAuthenticationModules(PAM) in
theOf�cial RedHat LinuxReferenceGuide.

4.4.3. Limiting Root Access

Often,ratherthancompletelydeny accessto therootuser, theadministratormaywish to allow access
only via setuidprograms,suchassu or sudo .

4.4.3.1. The su Command

Whena usertypesthecommandsu sheis promptedfor theroot password and,afterauthentication,
givena rootshellprompt.

Onceloggedin via thesu command,theuseris theroot userandhasabsoluteadministrative access
to thesystem.In addition,oncea userhasattainedroot, it is possiblein somecasesfor themto use
thesu commandto changeto any otheruseron thesystemwithoutbeingpromptedfor apassword.

Becausethisprogramissopowerful,administratorsmaywishto limit whohasaccessto thecommand.

Oneof thesimplestwaysto do this is to addusersto thespecialadministrative groupcalledwheel.
To do this, typethefollowing commandasroot:

usermod -G wheel username

To usetheUser Manager for this purpose,go to theMain Menu Button (on thePanel)=> System
Settings=> Users& Groupsor typethecommandredhat-config-users atashellprompt.Select
theUserstab,selecttheuserfrom theuserlist, andclick Propertiesfrom thebuttonmenu(or choose
File => Propertiesfrom thepull-down menu).

ThenselecttheGroupstabandclick on thewheelgroup,asshown in Figure4-2.

Figure4-2.User GroupsPane
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Next openthePAM con�guration�le for su , /etc/pam.d/su , in a text editorandremove thecom-
ment[#] from thefollowing line:

auth required /lib/security/pam_wheel. so use_uid

Doing thiswill permitonly membersof theadministrative groupwheel to usetheprogram.

Note

The root user is part of the wheel group by default.

4.4.3.2. The sudo Command

The sudo commandoffers anotherapproachfor giving trustedusersadministrative access.When
a trusteduserprecedesan administrative commandwith sudo , he is promptedfor his password.
Then,onceauthenticatedandassumingthat thecommandis permitted,theadministrative command
is executedasif by theroot user.

Thebasicformatof thesudo commandis asfollows:

sudo command

In the above example,command would be replacesby a commandnormally reserved for the root
user, suchasmount .

Impor tant

Users of the sudo command should take extra care to log out when they walk away from their machine
since sudoers can use the command again without being asked for a password until a �v e minute
period has passed. This setting can be altered via the con�gur ation �le , /etc/sudoers .

The sudo commandallows for a high degreeof �e xibility. For instance,only userslisted in the
/etc/sudoers con�guration�le areallowedtousethesudo commandandthecommandisexecuted
in their shell,not root's. This meansthe root shell canbecompletelydisabled,asshown in Section
4.4.2.1.

The sudo commandalso provides a comprehensive audit trail. Eachsuccessfulauthenticationis
loggedto the �le /var/log/messages andcommandthat wasissuedalongwith the issuer's user
nameis loggedto the�le /var/log/secure .

Anotheradvantageof thesudo commandis thatanadministratorcanallow differentusersaccessto
speci�c commandsbasedon theirneeds.

All commandsexecutedvia sudo arerecordedin the /var/log/secure �le, aswell asall attempts
to usethesudo command.

Administratorswantingto edit thesudo con�guration�le, /etc/sudoers , shouldusethevisudo .

To givesomeonefull administrative privileges,typevisudo andadda line similar to thefollowing in
theuserprivilegespeci�cationsection:

juan ALL=(ALL) ALL

This examplestatesthattheuser, juan , canusesudo from any hostandexecuteany command.
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Theexamplebelow illustratesthegranularitypossiblewhencon�guring sudo :

%users localhost=/sbin/shutdow n -h now

Thisexamplestatesthatany usercanissuethecommand/sbin/shutdown -h now aslongasthey
issueit from theconsole.

Themanpagefor sudoers hasadetailedlisting of optionsfor this �le.

4.5. Availab le Network Services
While useraccessto administrative controlsis an importantissuefor systemadministratorswithin
anorganization,keepingtabson which network servicesis of paramountimportanceto anyonewho
installsandoperatesaLinux system.

Many servicesunderLinux behave asnetwork servers.If anetwork serviceis runningona machine,
thena server applicationcalleda daemonis listeningfor connectionson oneor morenetwork ports.
Eachof theseserversshouldbetreatedaspotentialavenueof attack.

4.5.1. Risks To Services

Network servicescanposemany risksfor Linux systems.Below is alist of someof theprimaryissues:

• Buffer Over�ow Attacks — Serviceswhich connectto portsnumber0 through1023mustrun as
anadministrative user. If theapplicationhasanexploitablebuffer over�ow, anattacker couldgain
accessto the systemasthe userrunningthe daemon.Becauseexploitablebuffer over�ows exist,
crackerswill useautomatedtoolsto identify systemswith vulnerabilitiesandoncethey havegained
access,they will useautomatedrootkitsto maintaintheir accessto thesystem.

• Denial of ServiceAttacks (DoS)— By �ooding a servicewith requests,a denialof serviceattack
canbringasystemto ascreechinghaltasit triesto log andanswereachrequest.

• Script Vulnerability Attacks — If a server is usingscriptsto executeserver-sideactions,asWeb
serverscommonlydo, a cracker canmountanattackimproperlywritten scripts.Thesescriptvul-
nerabilityattackscouldleadto abuffer over�ow conditionor allow theattacker to alter�les on the
system.

To limit exposureto attacksover thenetwork all servicesthatareunusedshouldbeturnedoff.

4.5.2. Identifying and Con�guring Services

To enhancesecurity, mostnetwork servicesinstalledwith RedHat Linux areturnedoff by default.
Thereare,however somenotableexceptions:

• lpd — A printerserver, requiredby the lpr command.

• portmap — A necessarycomponentfor theNFS,NIS, andotherRFCprotocols.

• xinetd — A superserver thatcontrolsconnectionsto a hostof subordinateservers,suchaswu-
ftpd , vsftpd , telnet , andsgi-fam (which is necessaryfor theNautilus�le manager).

• sendmail — TheSendmailmail transportagentis enabledby default,but only listensfor connec-
tionson thelocalhost.

• sshd — TheOpenSSHserver, which is asecurereplacementfor Telnet.
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Whendeterminingwhetheror not to leave theseservicesrunning,it is bestto usecommonsenseand
erron thesideof caution.For instance,if youdonotown aprinter, donot leave lpd runningwith the
assumptionthatonedayyoumightbuy one.Thesameis truefor portmap . If youdonotmountNFS
volumesor useNIS (theypbind service),thenturn portmapshouldbedisabled.

RedHat Linux shipswith threeprogramsdesignedto switch serviceson or off. They areServices
Con�guration Tool, ntsysv, andchkconfig . For informationon usingthesetools,seethechapter
titled Controlling Accessto Servicesin theOf�cial RedHat LinuxCustomizationGuide.

If you arenot surewhat purposea servicehas,the ServicesCon�guration Tool hasa description
�eld, illustratedin Figure4-3, thatmaybeof someuse.

Figure4-3.User GroupsPane

But checkingto seewhich network servicesarecon�gured to startat boot time is not enough.Good
systemadministratorsshouldalsocheckwhichportsareopenandlistening.SeeSection5.8for more
on thissubject.

4.5.3. Insecure Services

Potentiallyany network serviceis insecure.This is why turningunusedservicesoff is so important.
Exploits for servicesarerevealedandpatchedroutinely. But you mustrememberthe importanceof
keepingthepackagesassociatedwith any givenserviceupdated.Seefor moreon this issue.

Somenetwork protocolsareinherentlymoreinsecurethanothers.Theseincludeany serviceswhich
do thefollowing:
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• PassUsernamesandPasswordsin Plain Text — Many olderprotocols,suchasTelnetandFTP, do
not encrypttheauthenticationsessionandshouldbeavoidedwhenever possible.

• PassSensitiveInformationin Plain Text — Protocolsthatpasstheusernameandpassword in plain
text alsopasseverythingtransferedbetweentheserverandclientin plaintext. TheseincludeTelnet,
FTP, HTTP(httpd ), andSMTP(sendmail ).

Many network �le systems,suchas NFS and SMB, also passinformation over the network in
plain text. It is the user's responsibilitywhenusingtheseprotocolsto limit what type of datais
transmitted.

Remotememorydump services,like netdump , passthe contentsof memoryover the network.
Memorydumpscancontainpasswordsor, even worse,databaseentriesandothersensitive infor-
mation.

Otherserviceslike finger andrwhod reveal informationaboutusersof thesystem.

Examplesof inherentlyinsecureservicesincludesthefollowing:

• rlogin

• rsh

• telnet

• vsftpd

• wu-ftpd

All remotelogin andshellprograms(rlogin , rsh , andtelnet ) shouldbeavoidedin favor of SSH.
(seeSection4.7for moreinformationaboutsshd ).

FTPis notasinherentlydangerousto thesecurityof thesystemasremoteshells,but FTPserversmust
carefullycon�guredandmonitoredto avoid problems.

Serviceswhichshouldbecarefullyimplementedandbehinda �re wall include:

• finger

• identd

• netdump

• netdump-server

• nfs

• portmap

• rwhod

• sendmail

• smb (Samba)

• yppasswdd

• ypserv

• ypxfrd

Thenext sectiondiscussestoolsavailableto setupasimple�re wall.
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4.6. Personal Firewalls
Oncethenecessarynetwork servicesarecon�gured,it is importantto implementa �re wall.

Firewalls preventnetwork packetsfrom accessingthenetwork interfaceof thesystem.If a requestis
madeto aport thatis blockedby a �re wall, therequestwill beignored.If aserviceis listeningonone
of theseblockedports,it will not receive thepacketsandis effectively disabled.For this reason,care
shouldbe taken whencon�guring a �re wall to block accessto portsnot in use,while not blocking
accessto portsusedby con�guredservices.

For mostusers,thebesttoolsfor con�guring asimple�re wall arethetwo straight-forward,graphical
�re wall con�gurationtoolswhichshipwith RedHat Linux: Security Level Con�guration Tool and
GNOME Lokkit .

Bothof thesetoolsperformthesametask— they createbroadiptables rulesfor ageneral-purpose
�re wall. Thedifferencebetweenthemis in theirapproachto performingthis task.TheSecurity Level
Con�guration Tool is a �re wall controlpanel,while GNOME Lokkit presentstheuserwith aseries
of questionsin awizard-typeinterface.

For more informationabouthow to usetheseapplicationsandwhat optionsthey offer, refer to the
chaptercalledBasicFirewall Con�guration in theOf�cial RedHat LinuxCustomizationGuide.

Foradvancedusersandserveradministrators,manuallycon�guring a�re wall with iptables is likely
thebestoption.Referto Chapter7 for moreinformation.For acomprehensive guideto theiptables
command,consultthechaptertitled Firewallsand iptables in theOf�cial RedHat LinuxReference
Guide.

4.7. Security Enhanced Communication Tools
As thesizeandpopularityof theInternethasgrown, sohasthethreatfrom communicationintercep-
tion. Over the years,tools have beendevelopedto encryptcommunicationsasthey are transferred
over thenetwork.

RedHat Linux shipswith two basictoolsthatusehigh-level, public-key-cryptography-basedencryp-
tion algorithmsto protectinformationasit travelsover thenetwork.

• OpenSSH— A freeimplementationof theSSHprotocolfor encryptingnetwork communication.

• GnuPrivacyGuard (GPG)— A freeimplementationof thePGP(PrettyGoodPrivacy) encryption
applicationfor encryptingdata.

OpenSSHis a saferway to accessa remotemachineandreplacesolder, unencryptedserviceslike
telnet andrsh . OpenSSHincludesa network servicecalledsshd andthreecommandline client
applications:

• ssh — A secureremoteconsoleaccessclient.

• scp — A secureremotecopy command.

• sftp — A securepseudo-ftpclient thatallows interactive �le transfersessions.

It is highly recommendedthatany remotecommunicationwith Linux systemsoccurusingtheSSH
protocol.For moreinformationaboutOpenSSH,seethechaptertitled OpenSSHin theOf�cial Red
Hat LinuxCustomizationGuide. For moreinformationabouttheSSHProtocol,seethechaptertitled
SSHProtocolin theOf�cial RedHat LinuxReferenceGuide.
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Impor tant

Although the sshd service is inherently secure, the service must be kept up-to-date to prevent secu-
rity threats.

GPGis agreatwayto keepprivatedataprivate.It canbeusedbothto emailsensitive dataoverpublic
networksandto protectsensitive dataonharddrives.

For more informationaboutusingGPG,seethe appendixtitled GettingStartedwith Gnu Privacy
Guard in theOf�cial RedHat LinuxCustomizationGuide.
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Server Security

When a systemis usedas a server on a public network, it becomesa target for attacks.For this
reason,hardeningthesystemandlocking down servicesis of paramountimportancefor thesystem
administrator.

Beforedelvinginto thesespeci�c issues,you shouldreview thefollowing generaltips for enhancing
server security:

• Keepall servicesup to dateto protectagainstthelatestthreats.

• Usesecureprotocolswhenever possible.

• Serve only onetypeof servicepermachinewhenever possible.

• Monitor all serverscarefullyfor suspiciousactivity.

5.1. Securing Services With TCP Wrapper s and xinetd

TCPwrappers provideaccesscontrolto avarietyof services.Mostmodernnetwork services,suchas
SSH,Telnet,andFTP, makeuseof TCPwrappers,aprogramthatis designedto standguardbetween
anincomingrequestandtherequestedservice.

Thebene�tsofferedby TCPwrappersareenhancedwhenthe/usr/lib/libwrap.a library is used
in conjunctionwith xinetd , a superservicethatprovidesadditionalaccess,logging,binding,redi-
rectionandresourceutilizationcontrol.

More informationon con�guring TCPwrappersandxinetd canbefoundin thechaptertitled TCP
Wrappers andxinetd in theOf�cial RedHat LinuxReferenceGuide.

Thefollowing subsectionswill assumeabasicknowledgeof eachtopicandfocusonspeci�c security
options.

5.1.1. Enhancing Security With TCP Wrapper s

TCPwrappersarecapableof muchmorethandenying accessto services.This sectionwill illustrate
how it canbe usedto sendconnectionbanners,warn of attacksfrom particularhosts,andenhance
loggingfunctionality. For a thoroughlist of TCPwrapperfunctionalityandcontrol language,seethe
manpagefor hosts_options .

5.1.1.1. TCP Wrapper s and Connection Banner s

Sendingclient connectionsto aserviceanintimidatingbanneris agoodway to disguisewhatsystem
theserver is runningwhile letting a potentialattacker know thatsystemadministratoris vigilant. To
implementaTCPwrappersbannerfor aservice,usethebanner option.

This exampleimplementsa bannerfor wu-ftpd . To begin you mustcreatea banner�le. It canbe
anywhereon thesystem,but it mustbearsamenameasthedaemon.This examplewe will namethe
�le /etc/banners/in.ftpd .

Thecontentsof the�le will look like this:

220-Hello, %c
220-All activity on ftp.example.com is logged.
220-Act up and you will be banned.
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The %c token suppliesa variety of client information,suchas the usernameandhostname,or the
usernameandIP addressto make theconnectionevenmoreintimidating.TheOf�cial RedHat Linux
ReferenceGuidehasa list of othertokensavailablefor TCPwrappers.

For this banner to be presentedto incoming connections,add the following line to the
/etc/hosts.allow �le:

in.ftpd : ALL : banners /etc/banners/

5.1.1.2. TCP Wrapper s and Attac k Warnings

If aparticularhostor network hasbeencaughtattackingtheserver, TCPwrapperscanbeusedto warn
of subsequentattacksfrom thathostor network via thespawn directive.

In this example,assumethata cracker from the206.182.68.0/24network hasbeencaughtattempting
to attackthe server. By placing the following line in the /etc/hosts.deny �le, the connection
attemptis deniedandloggedinto aspecial�le:

ALL : 206.182.68.0 : spawn /bin/ 'date' %c %d >> /var/log/intruder_alert

The%dtokensuppliesthenameof theservicethattheattacker wastrying to access.

To allow theconnectionandlog it, placethespawn directive in the /etc/hosts.allow �le.

Note

Since the spawn directive executes any shell command, you can create a special script to notify you
or execute a chain of commands in the event that a particular client attempts to connect to your
server.

5.1.1.3. TCP Wrapper s and Enhanced Log ging

If certaintypesof connectionsareof moreconcernthanothers,thelog level canbeelevatedfor that
servicevia theseverity option.

In this example,assumeanyoneattemptingto connectto port 23 (theTelnetport) on our FTPserver
is acracker. To denotethis,placeawarning �ag in thelog �les insteadof thedefault �ag, info , and
deny theconnection.

To do this,placethefollowing line in /etc/hosts.deny :

in.telnetd : ALL : severity warning

This will usethedefault authpriv loggingfacility, but elevatethepriority from thedefault valueof
info to warning .

5.1.2. Enhancing Security With xinetd

Thexinetd is anotherusefultool for controlaccessits subordinateservices.This sectionwill focus
on how xinetd can be usedto set a trap serviceand control the amountof resourcesany given
xinetd servicecanusein orderto thwart denialof serviceattacks.For a morethoroughlist of the
optionsavailable,seethemanpagesfor xinetd andxinetd.conf .
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5.1.2.1. Setting a Trap

Oneimportantfeatureof xinetd is its ability to addhoststo a globalno_access list. Hostson this
list aredeniedsubsequentconnectionsto servicesmanagedby xinetd for a speci�ed lengthof time
or until xinetd is restarted.This is accomplishedusingthe SENSORattribute. This techniqueis an
easyway to block hostsattemptingto portscantheserver.

The�rst stepin settingupaSENSORis to chooseaserviceyoudonotplanonusing.For thisexample,
Telnetwill beused.

Edit the�le /etc/xinetd.d/telnet andchangetheline flags line to read:

flags = SENSOR

Add thefollowing line within thebraces:

deny_time = 30

This will deny thehostthatattemptedto connectto theport for 30 minutes.Otheracceptablevalues
for thedeny_time attributeareFOREVER,which keepsthebanin effect until xinetd is restarted,
andNEVER,whichallows theconnectionandlogsit.

Finally, thelastline shouldread:

disable = no

While usingSENSORis a goodway to detectandstopconnectionsfrom nefarioushosts,it hastwo
drawbacks:

• It will not work againststealthscans.

• An attacker who knows you are running SENSORcan mount a denial of serviceattackagainst
particularhostsby forging their IP addressesandconnectingto theforbiddenport.

5.1.2.2. Contr olling Server Resour ces

Anotherimportantfeatureof xinetd is its ability to control theamountof resourcesservicesunder
its controlcanutilize.

It doesthis by way of thefollowing directives:

• cps = � number_of_connections ��� wait_period � — Dictatesthe connectionsallowed
to theservicepersecond.This directive acceptsonly integervalues.

• instances = � number_of_connections � — Dictatesthe total numberof connectionsal-
lowedto aservice.This directive acceptseitheranintegervalueor UNLIMITED.

• per_source = � number_of_connections � — Dictatestheconnectionsallowedto a service
by eachhost.Thisdirective acceptseitheranintegervalueor UNLIMITED.

• rlimit_as = � number[K|M] � — Dictatesthe amountof memoryaddressspacethe service
canoccupy in kilobytesor megabytes.Thisdirective acceptseitheranintegervalueor UNLIMITED.

• rlimit_cpu = � number_of_seconds � — Dictatestheamountof time in secondsthata ser-
vice mayoccupy theCPU.This directive acceptseitheranintegervalueor UNLIMITED.

Using thesedirectives can help prevent any one xinetd servicefrom overwhelmingthe system,
resultingin adenialof service.
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5.2. Securing Por tmap
Theportmap serviceis a dynamicport assignmentdaemonfor RPCservicessuchasNIS andNFS.
It hasweakauthenticationmechanismsandhasthe ability to assigna wide rangeof ports for the
servicesit controls.For thesereasons,it is dif�cult to secure.

If youarerunningRPCservices,youshouldfollow somebasicrules.

5.2.1. Protect portmap With TCP Wrapper s

It is importantto useTCP wrappersto limit which networks or hostshave accessto the portmap
servicesinceit hasnobuilt-in form of authentication.

Further, useonly IP addresseswhenlimiting accessto theservice.Avoid thesehostnamesasthey can
bemorevia DNSpoisoningandothermethods.

5.2.2. Protect portmap With iptables

To furtherrestrictaccessto theportmap service,it is agoodideato addiptables rulesto theserver,
restrictingaccessto speci�c networks.

Below is anexampleof an iptables commandthatallows TCPconnectionsto portmap , listening
onport 111,from the192.168.0/24network exclusively. All otherpacketsaredropped.

iptables -A INPUT -p tcp -s! 192.168.0.0/24 --dport 111 -j DROP

To similarly limit UDPtraf�c, usethefollowing command.

iptables -A INPUT -p udp -s! 192.168.0.0/24 --dport 111 -j DROP

5.3. Securing NIS
NIS standsfor Network InformationService.It is an RPCservicecalledypserv which is usedin
conjunctionwith portmap andotherrelatedservicesto distributemapsof usernames,passwords,and
othersensitive informationto any computerclaimingto bewithin its domain.

An NIS server is comprisedof severalapplications.They includethefollowing:

• /usr/sbin/rpc.yppasswdd — Also calledtheyppasswdd service,thisdaemonallows usersto
changetheirNIS passwords.

• /usr/sbin/rpc.ypxfrd — Also calledtheypxfrd service,this daemonis responsiblefor NIS
maptransfersover thenetwork.

• /usr/sbin/yppush — This applicationpropagateschangedNIS databasesto multiple NIS
servers.

• /usr/sbin/ypserv — This is theNIS server daemon.

NIS is ratherinsecureby todaysstandards.It hasno hostauthenticationmechanismsandpassesall
of its informationin cleartext, includingpassword hashes.As a result,extremecaremustbetakento
setupanetwork thatusesNIS. Furthercomplicatingthesituation,thedefault con�gurationof NIS is
inherentlyinsecure.

It is recommendedthatanyoneplanningto implementanNIS server �rst securetheportmap service
asoutlinedin Section5.2, thenaddressfollowing issues.
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5.3.1. Carefull y Plan the Network

BecauseNIS passessensitive informationunencryptedover the network, it is importantthe service
berunbehinda �re wall andonasegmentedandsecurenetwork. Any timeNIS informationis passed
over aninsecurenetwork, it risksbeingintercepted.Carefulnetwork designin theseregardscanhelp
preventseveresecuritybreaches.

5.3.2. Use a Password-Like NIS Domain Name and Hostname

Any machinewithin anNIS domaincanusecommandsto extractinformationfrom theserverwithout
authentication,aslong astheuserknows theNIS server's DNShostnameandNIS domainname.

For instance,if someoneeitherconnectsalaptopcomputerinto thenetwork or breaksinto thenetwork
from outside(andmanagesto spoofan internal IP address)the following commandwill reveal the
/etc/passwd map:

ypcat -d � NIS_domain � -h � DNS_hostname � passwd

If thisattacker is arootuser, they canobtainthe/etc/shadow �le by typingthefollowing command:

ypcat -d � NIS_domain � -h � DNS_hostname � shadow

Note

If Kerberos is used, the /etc/shadow �le is not stored within an NIS map.

To make accessto NIS mapsharderfor an attacker, createa randomstring for the DNS hostname,
suchaso7hfawtgmhwg.domain.com . Similarly, createa different randomizedNIS domainname.
This will make it muchmoredif�cult for anattacker to accesstheNIS server.

5.3.3. Edit the /var/yp/secure net s File

NIS will listento all networks if the /var/yp/securenets �le doesnot exist, asis thecaseaftera
default installation,or is blank.Oneof the �rst thing you shoulddo is put netmask/network pairsin
the�le sothatypserv will only respondto requestsfrom thepropernetwork.

Warning

Never start an NIS server for the �rst time without creating the /var/yp/securenets �le .

Below is asampleentryfrom a /var/yp/securenets �le:

255.255.255.0 192.168.0.0

This techniquedoesnotprovideprotectionfrom anIP spoo�ngattack,but it doesat leastplacelimits
onwhatnetworkstheNIS server will service.
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5.3.4. Assign Static Por ts and Use

All of the servers relatedto NIS canbe assignedspeci�c portsexcept for rpc.yppasswdd — the
daemonthatallows usersto changetheir login passwords.Assigningportsto theothertwo NIS server
daemons,rpc.ypxfrd and ypserv , allows you to create�re wall rules to further protectthe NIS
server daemonsfrom intruders.

To do this,addthefollowing linesto /etc/sysconfig/network :

YPSERV_ARGS="-p 834"
YPXFRD_ARGS="-p 835"

The following iptables rulescanbe issuedto enforcewhich network the server will listen to for
theseports:

iptables -A INPUT -p ALL -s! 192.168.0.0/24 --dport 834 -j DROP
iptables -A INPUT -p ALL -s! 192.168.0.0/24 --dport 835 -j DROP

Tip

Refer to Chapter 7 for more information about implementing �re walls with iptables commands.

5.3.5. Use Kerber os Authentication

Oneof the mostglaring �a ws inherentwhenNIS is usedfor authenticationis that whenever a user
logs into a machine,a password hashfrom the /etc/shadow mapis sendover the network. If an
intrudergainsaccessto an NIS domainandsniffs network traf�c, usernamesandpassword hashes
canbequietlycollected.With enoughtime apassword crackingprogramcanguessweakpasswords,
andtheattacker hasa valid login on thenetwork.

SinceKerberosusingsecret-key cryptography, no password hashesareever sentover the network,
makingthesystemfar moresecure.For moreaboutKerberos,seethechaptertitled Kerberos in the
Of�cial RedHat LinuxReferenceGuide.

5.4. Securing NFS
The Network File Systemor NFS is an RPCserviceusedin conjunctionwith portmap andother
relatedservicesto providenetwork accessiblemountpointsfor clientmachines.For moreinformation
on how NFSworks,seethechaptertitled NetworkFile System(NFS)in the Of�cial RedHat Linux
ReferenceGuide. For moreinformationaboutcon�guring NFS, refer to the Of�cial RedHat Linux
CustomizationGuide. Thefollowing subsectionswill assumebasicknowledgeof NFS.

It is recommendedthatanyoneplanningto implementanNFSserver �rst securetheportmap service
asoutlinedin Section5.2, thenaddressfollowing issues.

5.4.1. Carefull y Plan the Network

BecauseNFSpassesall informationunencryptedover thenetwork, it is importanttheserviceberun
behinda�re wall andonasegmentedandsecurenetwork.Any timeinformationis passedoverNFSan
insecurenetwork, it risksbeingintercepted.Carefulnetwork designin theseregardscanhelpprevent
securitybreaches.
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5.4.2. Beware of Syntax Errors

TheNFSserverdetermineswhich �le systemsto export andwhoto export thesedirectoriesto via the
/etc/exports �le. Becarefulnot to addextraneousspaceswheneditingthis �le.

For instance,thefollowing line in the/etc/exports �le sharesthedirectory/tmp/nfs/ to thehost
my.example.com with readandwrite permissions.

/tmp/nfs/ my.example.com(rw)

This line in the /etc/exports �le, on the other hand, sharesthe samedirectory to the host
my.example.com with read-only permissionsand sharesis to the world with read and write
permissionsdueto asinglespaceafterthehostname.

/tmp/nfs/ my.example.com (rw)

It is goodpracticeto checkany con�guredNFSsharesby usingthefollowing commandto verify they
arecorrectlycon�gured:

showmount -e � hostname 	

5.4.3. Do Not Use the no_root_squash Option

By default,NFSshareschangeroot-owned�les to usernfsnobody . This preventsuploadingof pro-
gramswith thesetuidbit set.

5.5. Securing Apac he HTTP Server
TheApacheHTTPServeris oneof themoststableandsecureservicesthatshipswith RedHatLinux.a
Thereareanoverwhelmingnumberof optionsandtechniquesavailableto securetheApacheHTTP
Server — toonumerousto delve into deeplyhere.

It is important if you are con�guring ApacheHTTP Server to read the documentationavailable
for the application.This includesthe the chaptertitled Apache HTTP Server in the Of�cial Red
Hat Linux Reference Guide, the chapter titled Apache HTTP Secure Server Con�guration
in the Of�cial Red Hat Linux CustomizationGuide, and the Strongholdmanuals,available at
http://www.redhat.com/docs/manuals/stronghold/.

Below is a list of con�gurationoptionsadministratorsshouldbecarefulusing.

5.5.1. FollowSymLinks

Thisdirective is enabledby default, sobecarefulwhereyoucreatesymboliclinks to in thedocument
rootof theWebserver. For instance,it is abadideato providea symboliclink to / .

5.5.2. The Indexes Directive

Thisdirective is enabledby default,but maynotbedesirable.If youdonotwantusersto browse�les
on theserver, it is bestto remove thisdirective.
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5.5.3. The UserDir Directive

TheUserDir directive is disabledby default becauseit cancon�rm thepresenceof auseraccounton
thesystem.If youwish to enableuserdirectorybrowsingon theserver, usethefollowing directives:

UserDir enabled
UserDir disabled root

Thesedirectives activate userdirectorybrowsing for all userdirectoriesother than /root . If you
wish to addusersto thelist of disabledaccounts,adda spacedelimitedlist of userson theUserDir
disabled line.

5.5.4. Do Not Remove the IncludesNoExec Directive

By default, theserver-sideincludesmodulecannotexecutecommands.It is ill advisedto changethis
settingunlessyou absolutelyhave to, asit couldpotentiallyenableanattacker to executecommands
on thesystem.

5.5.5. Restrict Permissions for Executab le Directories

Be certainto only allow write permissionsfor theroot useronly for any directorycontainingscripts
or CGIs.This canbeaccomplishedby typing thefollowing commands:

chown 
 directory_name �

chmod 755 
 directory_name �

Also, alwaysverify thatany scriptsyou arerunningwork asintendedbefore putting theminto pro-
duction.

5.6. Securing FTP
TheFile TransportProtocol(FTP)is anolderTCPprotocoldesignedto transfer�les over anetwork.
Becauseall transactionswith theserver, includinguserauthentication,areunencrypted,it is consid-
eredaninsecureprotocolandshouldbecarefullycon�gured.

RedHat Linux providesfour FTPservers.

• gssftpd — A kerberizedFTP daemonwhich doesnot passauthenticationinformationover the
network.

• RedHat Content Accelerator (tux ) — A kernel-spaceWebserver with FTPcapabilities.

• vsftpd — A simpli�ed, securityorientedimplementationof theFTPservice.

• wu-ftpd — A highly con�gurable,full-featuredFTPdaemon.

Thefollowing securityguidelinesarefor settingup thewu-ftpd andvsftpd services.

Impor tant

If you activate both the wu-ftpd and vsftpd services, xinetd will only activate vsftpd because it
comes �rst alphabetically.
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5.6.1. FTP Warning Banner

Returninga customizedbannerto FTPclientswhenthey connectis a goodidea,asit helpsdisguise
whatsystemtheFTPserver is runningon.Youcansendbannersto incomingconnectionseitherusing
TCPwrappersasdescribedin Section5.1.1.1or asdescribedbelow.

For vsftpd , addthefollowing line to its xinetd con�guration�le, /etc/xinetd.d/vsftpd :

banner /etc/banners/warning.msg

For wu-ftpd addtheexactsameline to its con�guration�le, /etc/ftpaccess .

Thecontentsof thebanner�le for vsftpd shouldlook somethinglike this:

220-Hello, all activity on ftp.example.com is logged.

Note

The 220- is not necessary when in the banner �le for wu-ftpd .

5.6.2. FTP Greeting Banner

After login all usersarepresentedwith a greetingbanner. By default, this bannerincludesversion
informationusefulto crackerstrying to identify weaknessesin asystem.

To changethegreetingbannerfor wu-ftpd , addthefollowing directive to /etc/ftpusers :

greeting text � insert_greeting_here 


To changethegreetingbannerfor vsftpd , addthefollowing directive to /etc/vsftpd.conf :

ftpd_banner= � insert_greet ing_ here 


5.6.3. Anon ymous Access

For bothwu-ftpd andvsftpd , the presenceof the /var/ftp/ directoryactivatesthe anonymous
account.

The easiestway to createthis directory is to install the anonftp package.This packagesetsthe
directory treeup for the anonymoususerandsetsup the permissionsto read-onlyfor anonymous
users.

By default theanonymoususercannotwrite to any directories.

Caution

If enabling anonymous access to an FTP server, be careful where you store sensitive data.
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5.6.3.1. Anon ymous Upload

If youwantto allow anonymoususersto upload,it is recommendedyoucreateawrite-onlydirectory
within /var/ftp/pub/ .

To do this type:

mkdir /var/ftp/pub/upload

Next changethe permissionsso that anonymoususerscannotseewhat is within the directoryby
typing:

chmod 733 /var/ftp/pub/upload

A long formatlisting of thedirectoryshouldlook like this:

drwxr--r-- 2 root ftp 4096 Aug 20 18:26 upload

Warning

Administrators who allow anonymous users to read and write in directories often �nd that their server
become a repository of stolen software.

5.6.4. User Accounts

BecauseFTPpassesunencryptedusernamesandpasswordsoverinsecurenetworksfor authentication,
it is agoodideato deny systemusersaccessto theserver from their useraccounts.

To disableuseraccountsin wu-ftpd , addthefollowing directive to /etc/ftpusers :

deny-uid *

To disableuseraccountsin vsftpd , addthefollowing directive to /etc/vsftpd.conf :

local_enable=NO

5.6.4.1. Restricting User Accounts

The easiestway to disablea speci�c groupof accounts,suchasthe root userandthosewith sudo
privilegesfrom accessingth FTPserver is to usea PAM list �le asdescribedin Section4.4.2.4. The
PAM con�guration�le for wu-ftpd is /etc/pam.d/ftp . ThePAM con�guration�le for vsftpd is
/etc/pam.d/vsftpd .

It is alsopossibleto performthis testwithin eachservicedirectly.

To disablespeci�c useraccountsin wu-ftpd , addtheusernameto /etc/ftpusers :

To disablespeci�c useraccountsin vsftpd , addtheusernameto /etc/vsftpd.ftpusers :
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5.6.5. Use TCP Wrapper s To Contr ol Access

YoucanuseTCPwrappersto controlaccessto eitherFTPdaemonasoutlinedin Section5.1.1.

5.6.6. Use xinetd To Contr ol the Load

You canusexinetd to control the amountof resourcesthe FTP server consumesandto limit the
effectsof denialof serviceattacks.SeeSection5.1.2for moreonhow to do this.

5.7. Securing Sendmail
Sendmailis a Mail TransportAgent (MTA) that usesthe SimpleMail TransportProtocol(SMTP)
to deliver electronicmessagesbetweenotherMTAs andto emailclientsor delivery agents.Although
many MTAs arecapableof encryptingtraf�c betweenoneanother, mostdonot,sosendingemailover
any public networksis consideredaninherentlyinsecureform of communication.

For more in formation about how email works and an overview of common con�guration
settings,seethe chaptertitled Email in the Of�cial RedHat Linux ReferenceGuide. This section
assumesa basicknowledgeof how to generatea valid /etc/mail/sendmail.cf by editing the
/etc/mail/sendmail.mc andrunningthem4commandasexplainedin theOf�cial RedHat Linux
ReferenceGuide.

It is recommendedthatanyoneplanningto implementaSendmailserveraddressthefollowing issues.

5.7.1. Limiting Denial of Service Attac k

Becauseof thenatureof email,a determinedattacker can�ood theserver with mail fairly easilyand
causea denialof service.By settinglimits to thefollowing directivesto /etc/mail/sendmail.mc
theeffectivenessof suchattackswill belimited limited.

• confCONNECTION_RATE_THROTTLE— The numberof connectionsthe server can receive per
second.By default,Sendmaildoesnot limit thenumberof connections.If a limit is setandreached,
furtherconnectionsaredelayed.

• confMAX_DAEMON_CHILDREN— Themaximumnumberof child processesthat canbespawned
by theserver. By defaultt, Sendmaildoesnot assigna limit to thenumberof child processes.If a
limit is setandreached,furtherconnectionsaredelayed.

• confMIN_FREE_BLOCKS— Theminimumnumberof freeblackswhich mustbeavailablefor the
server to acceptmail. Thedefault is 100blocks.

• confMAX_HEADERS_LENGTH— Themaximumacceptablesize(in bytes)for amessageheader.

• confMAX_MESSAGE_SIZE— Themaximumacceptablesize(in bytes)for any onemessage.

5.7.2. NFS and Sendmail

Never put themail spooldirectory, /var/spool/mail/ , onanNFSsharedvolume.

BecauseNFSdoesnotmaintaincontroloveruserandgroupIDs, two or moreuserscanhavethesame
UID andthereforerecieve andreadeachother's mail.
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5.7.3. Mail-onl y Users

To helpprevent local userexploits on theSendmailserver, it is bestfor mail usersto only accessthe
SendmailserverusinganEmailprogram.Shellaccountsonthemail servershouldnotbeallowedand
all usershellsin the /etc/passwd �le shouldbesetto /bin/false (with thepossibleexceptionof
therootuser.

5.8. Verifying Whic h Por ts Are Listening
Onceyou have con�gured serviceson the network, it is importantto keeptabson which portsare
actuallylisteningto thesystemsnetwork interfaces.Any openportscanbeevidenceof anintrusion.

Therearetwo basicapproachesfor listing theportsthatarelisteningonthenetwork. Thelessreliable
approachis to querythenetwork stackby typingcommandssuchasnetstat -an or lsof -i . This
methodis lessreliablesincetheprogramdoesnotconnectto themachinefrom thenetwork, but rather
checksto seewhatis running.For this reason,theseapplicationsarefrequenttargetsfor replacement
by attackers.In this way, crackersattemptto cover their tracksif they opennetwork ports.

A morereliableway to checkwhich portsarelisteningon thenetwork by usinga port scannersuch
asnmap.

Thefollowing commandissuedfrom theconsoledetermineswhich portsarelisteningfor TCPcon-
nectionsfrom thenetwork:

nmap -sT -O localhost

Theoutputof this commandlookslike thefollowing:

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )
Interesting ports on localhost.localdomain (127.0.0.1):
(The 1596 ports scanned but not shown below are in state: closed)
Port State Service
22/tcp open ssh
111/tcp open sunrpc
515/tcp open printer
834/tcp open unknown
6000/tcp open X11
Remote OS guesses: Linux Kernel 2.4.0 - 2.5.20, Linux 2.5.25 or Gentoo 1.2 Linux 2.4.19 rc1-
rc7)

Nmap run completed -- 1 IP address (1 host up) scanned in 5 seconds

This outputshows thesystemis runningportmap dueto thepresenceof thesunrpc service.How-
ever, thereis alsoamysteryserviceonport834.To checkif theport is associatedwith theof�cial list
of known services,type:

cat /etc/services | grep 834

This commandreturnsno output.This indicatesthatwhile theport is in thereservedrange(meaning
0 through1023)andrequiresrootaccessto open,it is not associatedwith aknown service.

Next, you cancheckfor informationaboutthe port usingnetstat or lsof . To checkfor port 834
usingnetstat , usethefollowing command:

netstat -anp | grep 834

Thecommandreturnsthefollowing output:

tcp 0 0 0.0.0.0:834 0.0.0.0:* LISTEN 653/ypbind
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The presenceof the openport in netstat is reassuringbecausea cracker openinga port surrepti-
tiously on a hackedsystemwould likely not allow it to berevealedthroughthis command.Also, the
[p] optionrevealstheprocessid (PID) of theservicewhichopenedtheport,in thiscasetheopenport
belongsto ypbind (NIS), which is anRPCservicehandledin conjunctionwith theportmap service.

The lsof commandrevealssimilar informationsinceit is alsocapableof linking openportsto ser-
vices:

lsof -i | grep 834

Below is therelevantportionof theoutputfor thiscommand:

ypbind 653 0 7u IPv4 1319 TCP *:834 (LISTEN)
ypbind 655 0 7u IPv4 1319 TCP *:834 (LISTEN)
ypbind 656 0 7u IPv4 1319 TCP *:834 (LISTEN)
ypbind 657 0 7u IPv4 1319 TCP *:834 (LISTEN)

As youcansee,thesetoolstell canreveala lot aboutthestatusof theservicesrunningon amachine.
Thesetools are �e xible andcanprovide a wealthof informationaboutnetwork servicesandcon-
�guration. Consultingthe manpagesfor lsof , netstat , nmap, andservices is thereforehighly
recommended.
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Chapter 6.

Vir tual Priv ate Networks

Organizationswith several satelliteof�ces oftenconnectto eachotherwith dedicatedlines for ef�-
ciency andprotectionof sensitive datain transit.For example,many businessesuseframerelay or
AsynchronousTransferMode (ATM) lines asan end-to-endnetworking solutionto link oneof�ce
with others.This canbe an expensive proposition,especiallyfor small or mediumsizedbusinesses
(SMBs)thatwantto expandwithout payingthehighcostsassociatedwith enterprise-level, dedicated
digital circuits.

Engineershave developeda cost-effective solution to this problemin the form of Virtual Private
Networks(VPNs).Following thesamefunctionalprinciplesasdedicatedcircuits,Virtual PrivateNet-
works allow for secureddigital communicationbetweentwo parties(or networks), creatinga Wide
AreaNetwork (WAN) from existing LANs. Whereit differs from framerelayor ATM is in its trans-
port medium.VPNstransmitover IP or datagram(UDP) layers,makingit a secureconduitthrough
the Internetto an intendeddestination.Most free softwareVPN implementationsincorporateopen
standard,opensourceencryptionto furthermaskdatain transit.

Someorganizationsemploy hardwareVPN solutionsto augmentsecurity, while othersusethesoft-
wareor protocol-basedimplementations.Thereareseveralvendorswith hardwareVPN solutionssuch
asCisco,Nortel, IBM, andCheckpoint.Thereis a freesoftware-basedVPN solutionfor Linux called
FreeS/Wan thatutilizesastandardizedIPSecimplementation.TheseVPN solutionsactasspecialized
routersthat sit betweenthe IP connectionfrom oneof�ce to another. Whena packet is transmitted
from a client, it sendsit throughtherouteror gateway, which thenaddsheaderinformationfor rout-
ing andauthenticationcalledthe AuthenticationHeader(AH) andtrailer information for CRC �le
integrity andsecuritycalledtheEncapsulationSecurityPayload(ESP).

With sucha heightenedlevel of security, a cracker mustnot only intercepta packet, but decryptthe
packet aswell (which, in thecaseof mostVPNs,usuallyemploy a triple DataEncryptionStandard
(3DES)192-bitcypher).Intruderswho employ aman-in-the-middleattackbetweenserver andclient
mustalsohaveaccessto thekeysexchangedfor authenticatingsessions.VPNsaresecureandeffective
meansto connectmultiple remotenodesto actasauni�ed Intranet.

6.1. VPNs and Red Hat Lin ux
RedHat Linux usersandadministratorshave variousoptionsin termsof implementinga software
solution to securetheir WAN. Thereare,however, two methodsof implementingVPN andVPN-
equivalentconnectionsthatcurrentlyshipwith RedHatLinux. Oneequivalentsolutioninvolvesusing
OpenSSHasa tunnelbetweentwo remotenodes.This solutionis a soundalternative to telnet,rsh,
andotherremotehostcommunicationprotocols,but doesnot completelyaddresstheusabilityneeds
of all corporatetelecommuters.Anothersolutionthat is moreadherentto the de factode�nition of
a VPN is Crypto IP Encapsulation(CIPE), a methodof connectingremoteLANs to function asa
uni�ed network.

6.2. Crypto IP Encapsulation (CIPE)
CIPEis a VPN implementationdevelopedprimarily for Linux. CIPEusesencryptedIP packetsthat
are encapsulated,or "wrapped",in datagram(UDP) packets. Packets are given destinationheader
informationandareencryptedusingthedefaultCIPEencryptionmechanism,thentransferredover IP
asUDP packetsvia its own virtual device (cipcbx ) over a carriernetwork (suchastheInternet)to an
intendedremotenode.Thefollowing �gure shows a typical CIPEsetupconnectingtwo Linux-based
networks:
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Figure6-1.A Network and RemoteClient Connectedby CIPE

Thediagramshows a network runningCIPEon the�re wall, anda remoteclient machineactingasa
CIPE-enablednode.The CIPE connectionactsasa tunnelthroughwhich all Intranet-bounddatais
routedbetweenremotenodes.All datais encryptedusingdynamically-generated 128-bit keys, and
canbefurthercompressedfor large �le transfersor to tunnelX applicationsto a remotehost.CIPE
canbecon�gured for communicationbetweentwo or moreCIPE-enabledLinux machinesandalso
hasnetwork driversfor Win32-basedoperatingsystems.

6.2.1. Why Use CIPE?

Thereareseveralreasonswhy CIPEwouldbeasmartchoicefor securityandsystemsadministrators:

• RedHatLinux shipswith CIPE,soit is availableto all RedHatLinux edgemachines(for example,
�re wallsor gateways)thatyouwishto connectto yourIntranet.RedHatLinux alsoincludesCIPE-
supportedencryptionciphersin its generaldistribution.

• CIPE supportsencryptionusingeitherof the standardBlow�sh or IDEA encryptionalgorithms.
Dependingonencryptionexport regulationsin yourcountry, youmayusethedefault (Blow�sh) to
encryptall CIPEtraf�c onyour Intranet.

• BecauseCIPEis softwarebased,any oldermachinethatis ableto runRedHatLinux canbecomea
CIPEgateway, saving anorganizationfrom having to purchaseexpensive dedicatedVPN hardware
simply to connecttwo LANs securely.

• CIPEis actively developedto work in conjunctionwith IP Tables,IP Chains,andotherrules-based
�re walls. Simplepeeracceptanceof incomingCIPE UDP packets is all that is neededto coexist
with existing �re wall rules.

• Administratorscancon�gure CIPEthroughtext �les.

6.2.2. CIPE Installation

The installationof CIPE is equivalent to installing a new network interfaceunderLinux. The CIPE
RPMcontainscon�guration�les foundin /etc/cipe/ , theCIPEdaemon(/usr/sbin/ciped-cb ),
network scriptsthatloadthekernelmoduleandactivates/deactivates theCIPEinterface(if*-cipcb ),
andsamplecon�guration�les foundin /usr/share/doc/cipe- � version � /samples/ .Thereis
alsoa detailedtexinfo pageexplainingtheCIPEprotocol.
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This guidedetailsa samplecon�guration involving a workstationclient that wishesto connectse-
curely to a remoteLAN with a CIPEgateway. Theworkstationusesa dynamicIP addressvia cable
modemconnection,while theCIPE-enabledgatewaymachineemploysthe192.168.1.0/24range.This
is whatis known asa "typical" CIPEcon�guration.Thefollowing diagramillustratesthenetwork ar-
chitecturefor this CIPEcon�guration:

Figure6-2.Typical CIPE Server and Client Con�guration

Installing CIPE betweenthe client andthe CIPE server will allow for a securedpeer-to-peercon-
nectionusingtheInternetasa mediumfor transmissionof WAN traf�c. Theclient workstationwill
thentransfera �le throughtheInternetto theCIPE-enabled�re wall, whereeachpacket will betimes-
tamped,encrypted,andgiventhepeeraddressof thereceiving CIPE-enabled�re wall. Thedestination
�re wall thenreadsthe headerinformation,strips it, andsendsit throughto the remoteLAN router
to be thenroutedto its destinationnode.This processis seamlessandcompletelytransparentto end
users.Themajority of thetransactionis donebetweentheCIPE-enabledpeers.

6.2.3. CIPE Server Con�guration

To setuptheCIPE server, simply install the RPM packagefrom theRedHat Linux discor via Red
HatNetwork.

Impor tant

If you are using an older version of Red Hat Linux and/or have an older version of CIPE, you should
upgrade to the latest version.

The next step is to copy the sample con�guration �les from /usr/share/doc/cipe-
version /samples (where version is the version of CIPE installed on your system) to
/etc/cipe/ . Oncethey arecopied,you will needto edit the /etc/cipe/options.cipcb x (x is
incrementalstartingfrom 0, for thosewhowish to have morethanoneCIPEconnectionon theCIPE
server) �le to includeyour LAN subnetaddressesandpublicly routable�re wall IP addresses.The
following is theexampleoptions �le includedwith theRedHat Linux CIPERPM which, for this
example,is renamedto options.cibcb0 :
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# Surprise, this file allows comments (but only on a line by themselves)
# This is probably the minimal set of options that has to be set
# Without a "device" line, the device is picked dynamically

# the peer's IP address
ptpaddr 6.5.4.3

# our CIPE device's IP address
ipaddr 6.7.8.9

# my UDP address. Note: if you set port 0 here, the system will pick
# one and tell it to you via the ip-up script. Same holds for IP 0.0.0.0.
me bigred.inka.de:6789

# ...and the UDP address we connect to. Of course no wildcards here.
peer blackforest.inka.de:654 3

# The static key. Keep this file secret!
# The key is 128 bits in hexadecimal notation.
key xxxxxxxxxxxxxxxxxxxxxxx xxx xxx

Theptpaddr is theremoteLAN' s CIPEaddress.The ipaddr is theworkstation's CIPEIP address.
Themeaddressis theclient'spublicly routableIPaddressthatsendstheUDPpacketsovertheInternet,
while peer is the publicly routableIP addressof CIPEserver. Note that theclient workstation's IP
addressis 0.0.0.0becauseit usesa dynamicconnection.TheCIPEclient will handletheconnection
to the hostCIPE server. The key �eld (representedby x's; your key shouldbesecret)is theshared
statickey. This key mustbe thesamefor bothpeersor connectionwill not bepossible.SeeSection
6.2.6for informationonhow to generateasharedstatickey for yourCIPEmachines.

Hereis theedited/etc/cipe/options.cipcb0 thattheclient workstationwill use:

ptpaddr 10.0.1.2
ipaddr 10.0.1.1
me 0.0.0.0
peer LAN.EXAMPLE.COM:6969
key 123456ourlittlesecret789 0sh hhh

Hereis the /etc/cipe/options.cipcb0 �le for theCIPEserver:

ptpaddr 10.0.1.1
ipaddr 10.0.1.2
me LAN.EXAMPLE.COM:6969
peer 0.0.0.0
key 123456ourlittlesecret789 0sh hhh

6.2.4. Con�guring Clients for CIPE

After successfullycon�guring theCIPEserver andtestingfor functionality, you cannow deploy the
connectionon theclientmachine.

TheCIPEclient shouldbeableto connectanddisconnecttheCIPEconnectionin anautomatedway.
Therefore,CIPEcontainsbuilt-in mechanismsto customizesettingsfor individual uses.For example,
a remoteemployeecanconnectto theCIPEdevice on theLAN by typing thefollowing:

/sbin/ifup cipcb0

Thedevice shouldautomaticallycomeup, andany �re wall rulesandrouting informationshouldbe
executedalongwith theconnection.Theremoteemployeeshouldbeableto terminatetheconnection
with thefollowing:
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/sbin/ifdown cipcb0

Con�guring clients requires the creation of localized scripts that are run after the device has
loaded.The device con�guration itself can be con�gured locally via a user-created�le called
/etc/sysconfig/network-scripts/ifcfg-cipcb0 . This �le containspiecesof parameters
that determinewhetherthe CIPE connectionoccursat boot-timeand what the nameof the CIPE
device is, among other things. The following is the ifcfg-cipcb0 �le for a remote client
connectingto theLAN A CIPEserver:

# These first four should be self explanatory. Change as required.
DEVICE=cipcb0
ONBOOT=yes
BOOTPROTO=none
USERCTL=no

# This is the device for which we add a host route to our CIPE peer through.
# You may hard code this, but if left blank, we punt and try to guess from
# the routing table in the /etc/cipe/ip-up.local file.
PEERROUTEDEV=

# We need to use internal DNS when connected via cipe. These may change,
# but for now, they are correct as of 20010604.
DNS=192.168.1.254

The CIPE device is namedcipcb0 . The CIPE device will be loadedat boot-time(con�gured via
theONBOOT�eld) andwill not usea bootprotocol(for example,DHCP)to receive anIP addressfor
thedevice. ThePEERROUTEDEV�eld determinestheCIPEserver device namethat theclient will be
connectingto. If no device is speci�ed in this �eld, onewill bedeterminedafter thedevice hasbeen
loaded.

If your internalnetworks arebehinda �re wall (always a goodpolicy), you needto set rulesto al-
low the CIPE interfaceon the client machineto sendandreceive UDP packets.Referto Chapter7
for informationon con�guring a �re wall for RedHat Linux. For our example,IP tablesrules are
implemented.

Note

Clients should be con�gured such that all localized parameters are placed in a user-created �le called
/etc/cipe/ip-up. loc al . The local parameters should be reverted when the CIPE session is shut
down using /etc/cipe/ip-down. loc al .

Firewalls shouldbe con�gured on client machinesto acceptthe CIPE UDP encapsulatedpackets.
Rulesmay vary widely, but thebasicacceptanceof UDP packets is requiredfor CIPEconnectivity.
Thefollowing IP tablesrulesallow UDP packetsfor theCIPEconnectionfor theremoteclient con-
nectingto theLAN; the�nal ruleaddsIP Masqueradingto allow theremoteclient to communicateto
theLAN andtheInternet:

/sbin/modprobe iptables
/sbin/service iptables stop
/sbin/iptables -P INPUT REJECT
/sbin/iptables -F INPUT
/sbin/iptables -A INPUT -j ACCEPT -p udp -s 10.0.1.1
/sbin/iptables -A INPUT -j ACCEPT -i cipcb0
/sbin/iptables -A INPUT -j ACCEPT -i lo
/sbin/iptables -t nat -A POSTROUTING-s 192.168.0.0/24 -o eth0 -j MASQUERADE
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Youmustalsoaddroutingrulesto theclientmachineto accessthenodesbehindtheCIPEconnection
as if they wereon the local network. This can be doneby running the route command.For our
example,theclientworkstationwould needto addthefollowing network route:

route add -net 192.168.1.0 netmask 255.255.255.0 gw 10.0.1.2

Thefollowing shows the�nal /etc/cipe/ip-up.local scriptfor theclientworkstation:

#!/bin/bash -v
if [ -f /etc/sysconfig/network- scri pts/ ifc fg-$ 1 ] ; then

. /etc/sysconfig/network-sc ript s/i fcfg -$1
else

cat ��� EOT | logger
Cannot find config file ifcfg-$1. Exiting.
EOF

exit 1
fi

if [ -n ${PEERROUTEDEV}]; then
cat ��� EOT | logger

Cannot find a default route to send cipe packets through!
Punting and hoping for the best.
EOT

# Use routing table to determine peer gateway
export PEERROUTEDEV=`/sbin/rout e -n | grep ^0.0.0.0 | head -n 1 \

| awk '{ print $NF }'`

fi

######################## #### ####### #### ####### ######
# Add The routes for the remote local area network #
######################## #### ####### #### ####### ######

route add -host 10.0.1.2 dev $PEERROUTEDEV
route add -net 192.168.1.0 netmask 255.255.255.0 dev $1

######################## #### ####### #### ####### ######
# IP TABLES Rules to restrict traffic #
######################## #### ####### #### ####### ######

/sbin/modprobe iptables
/sbin/service iptables stop
/sbin/iptables -P INPUT REJECT
/sbin/iptables -F INPUT
/sbin/iptables -A INPUT -j ACCEPT -p udp -s 10.0.1.2
/sbin/iptables -A INPUT -j ACCEPT -i $1
/sbin/iptables -A INPUT -j ACCEPT -i lo
/sbin/iptables -t nat -A POSTROUTING-s 192.168.0.0/24 -o eth0 -j MASQUERADE

6.2.5. Customizing CIPE

CIPE can be con�gured in numerousways, from passingparametersas command-linearguments
whenstartingciped to generatingnew sharedstatickeys. This allows a securityadministratorthe
�e xibility to customizeCIPEsessionsto ensuresecurityaswell asincreaseproductivity. Thefollow-
ing chartdetailssomeof thecommand-lineparameterswhenrunningciped .
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Note

The most common parameters should be placed in the /etc/cipe/options. ci pcb x �le for auto-
matic loading at runtime. Be aware that any parameters passed at the command-line as options will
override respective parameters set in the /etc/cipe/options .c ipc bx con�gur ation �le .

Parameter Description

arg Passesargumentsto the /etc/cipe/ip-up initialization script

cttl SetstheCarrierTimeTo Livevalue;recommendedvalueis 64

debug Booleanvalueto enabledebugging

device Namesthecipedevice

ipaddr Publicly-routableIP addressof theCIPEmachine

ipdown Chooseanalternateip-down scriptthanthedefault
/etc/cipe/ip-down

ipup Chooseanalternateip-up scriptthanthedefault /etc/cipe/ip-down

key Specifyasharedstatickey for CIPEconnection

maxerr Numberof errorsallowablebeforetheCIPEdaemonquits

me UDP addressof theCIPEmachine

mtu Setthedevice maximumtransferunit

nokey Do not useencryption

peer Thepeer's CIPEUDPaddress

ping SetCIPE-speci�c(non-ICMP)keepalive ping interval

socks IP addressandport numberof theSOCKSserver for proxyconnections

tokey Setdynamickey lifetime; default is 10minutes(600seconds)

tokxc Timeoutvaluefor sharedkey exchange;default is 10seconds

tokxts Sharedkey exchangetimestamptimeoutvalue;default is 0 (no
timestamps)

toping Timeoutvaluefor keepalive pings;default is 0

Table 6-1.CIPE Parameters

6.2.6. CIPE Key Management

As previously mentioned,CIPE incorporatesa securecombinationof staticlink keys andencrypted
traf�c to createa securetunnelover carriernetworkssuchastheInternet.Theuseof static,link keys
providesa commonpoint of referencefor two CIPE-enablednetworks to passinformationsecurely.
Therefore,it is imperative that both CIPE-enablednetwork gateways sharethe exact samekey, or
CIPEcommunicationwill not bepossible.

6.2.6.1. Generating CIPE Keys

GeneratingCIPE keys requiresknowledgeof what kind of keys arecompatible.Randomalphanu-
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mericgeneratorsdonot work. Statickeys mustbe128-bit,32-characterstrings.Thesecanbecreated
by pipinganarbitrary�le or outputtedprocessthroughthemd5sumcommand.For example:

ps -auxw | md5sum

Placethis key in the /etc/cipe/options.cipcb0 �le for all CIPEserversandclients.
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Firewalls

Informationsecurityis commonlythoughtof asaprocessandnotaproduct.However, standardsecu-
rity implementationsusuallyemploy someform of dedicatedmechanismto controlaccessprivileges
andrestrictnetwork resourcesto userswhoareauthorized,identi�able, andtraceable.RedHatLinux
includesseveralpowerful toolsto assistadministratorsandsecurityengineerswith network-level ac-
cesscontrolissues.

AsidefromVPNsolutionssuchasCIPEor IPSec(discussedin Chapter6), �re wallsareoneof thecore
componentsof network securityimplementation.Severalvendorsmarket �re wall solutionscateringto
all levelsof themarketplace:from homeusersprotectingonePCto datacentersolutionssafeguarding
vital enterpriseinformation.Firewalls canbe standalonehardwaresolutions,suchas�re wall appli-
ancesby Cisco,Sonicwall, andNokia.Therearealsoproprietarysoftware�re wall solutionsdeveloped
for homeandbusinessmarketsby vendorssuchasCheckpoint,McAfee,andSymantec.

Apart from thedifferencesbetweenhardwareandsoftware�re walls, therearealsodifferencesin the
way �re walls functionthatseparateonesolutionfrom another. Table7-1 detailsthreecommontypes
of �re walls andhow they function:

Method Description Advantages Disad vantages

NAT NetworkAddress
Translation(NAT) places
internalnetwork IP
subnetworksbehindoneor
asmallpool of externalIP
addresses,masqueradingall
requeststo onesource
ratherthanseveral

� Canbecon�gured
transparentlyto machines
onaLAN

� Protectionof many
machinesandservices
behindoneor more
externalIP address(es),
simplifying administration
duties

� Restrictionof useraccess
to andfrom theLAN canbe
con�guredby openingand
closingportson theNAT
�re wall/gateway

� Cannotpreventmalicious
activity onceusersconnect
to aserviceoutsideof the
�re wall.

Packet
Filter

Packet �ltering �re walls
readeachdatapacket that
passeswithin andoutsideof
aLAN. It canreadand
processpacketsby header
informationand�lters the
packet basedonsetsof
programmablerules
implementedby the�re wall
administrator. TheLinux
kernelhasbuilt-in packet
�ltering functionality
throughthenet�lter kernel
subsystem.

� Customizablethroughthe
iptables front-end
utility

� Doesnot requireany
customizationon theclient
side,asall network
activity is �ltered at the
routerlevel ratherthanat
theapplicationlevel

� Sincepacketsarenot
transmittedthroughaproxy,
network performanceis
fasterdueto direct
connectionfrom client to
remotehost

� Cannot�lter packetsfor
contentlike proxy�re walls

� Processespacketsat the
protocollayer, but cannot
�lter packetsatan
applicationlayer

� Complex network
architecturescanmake
establishingpacket �ltering
rulesdif�cult, especiallyif
coupledwith IP
masqueradingor local
subnetsandDMZ networks
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Method Description Advantages Disad vantages

Proxy ProxyFirewalls �lter all
requestsof acertain
protocolor typefrom LAN
clientsto aproxy machine,
which thenmakesthose
requeststo theInterneton
behalfof thelocal client.A
proxymachineactsasa
buffer betweenmalicious
remoteusersandthe
internalnetwork client
machines.

� Givesadministrators
controloverwhat
applicationsandprotocols
functionoutsideof the
LAN

� Someproxy serverscan
cachedatasothatclients
canaccessfrequently
requesteddatafrom the
local cacheratherthan
having to usetheInternet
connectionto requestit,
which is convenientfor
cuttingdown on
unnecessarybandwidth
consumption

� Proxyservicescanbe
loggedandmonitored
closely, allowing tighter
controlover resource
utilizationon thenetwork

� Proxiesareoften
applicationspeci�c
(HTTP, telnet,etc.)or
protocolrestricted(most
proxieswork with TCP
connectedservicesonly)

� Applicationservices
cannotrunbehindaproxy,
soyourapplicationservers
mustuseaseparateform
of network security
Proxiescanbecomea
network bottleneck,asall
requestsandtransmissions
arepassedthroughone
sourceratherthandirect
client to remoteservice
connections

Table 7-1.Fir ewall Types

7.1. Net�lter and iptables

TheLinux kernelfeaturesa powerful networking subsystemcallednet�lter. Thenet�lter subsystem
providesstatefulor statelesspacket �ltering aswell asNAT andIP masqueradingservices.Net�l-
ter alsohasthe ability to mangleIP headerinformation for advancedrouting andconnectionstate
management.Net�lter is controlledthroughthe iptables executable.

7.1.1. iptables Overview

Thepowerand�e xibility of net�lter is implementedthroughtheiptables interface.Thiscommand-
line tool is similar in syntaxto its predecessor, ipchains ; however, iptables usesthenet�lter sub-
systemto enhancenetwork connection,inspection,andprocessing;whereasipchains usedintricate
rule setsfor �ltering sourceanddestinationpaths,aswell asconnectionports for both. iptables
featuresadvancedlogging,pre- andpost-routingactions,network addresstranslation,andport for-
wardingall in onecommand-lineinterface.

Thissectionprovidesanoverview of IPTables.For moredetailedinformationaboutiptables , refer
to theOf�cial RedHat LinuxReferenceGuide.

7.1.2. Using iptables

The �rst stepin using iptables is to startthe iptables service.This canbedonewith thecom-
mand:

service iptables start
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Warning

The IPChains and IP6Tables services must be turned off to use the IPTables service with the following
commands:

service ipchains off

service ip6tables off

To make IPTablesstartby default whenever thesystemis booted,youmustchangerunlevel statuson
theserviceusingchkconfig .

chkconfig --level 345 ip6tables on

Thesyntaxof iptables is separatedinto tiers.Themaintier is thechain. A chainspeci�esthestate
atwhichapacket will bemanipulated.For example:

iptables -P OUTPUTACCEPT

The OUTPUTchainspeci�es any packets that originatefrom insidea LAN andtravels outside(for
example,to a remotewebsite).In the exampleabove, the rule statesthat all packets coming from
the insideto theoutsideof the local network is allowed to passthroughthe �re wall. This is usually
anacceptablerule for administratorsbecausethe likelihoodof dangerouspacketsgoing out into an
untrustedcarriernetwork suchastheInternetis smallcomparedto maliciouspacketsgoing into the
localnetwork.Thethreebuilt-in chainsof iptables (thatis, thechainsthataffecteverypacketwhich
traversesa network) areINPUT, OUTPUT, andFORWARD. Thesechainsarepermanentandcannot
bedeleted,whereasuser-de�ned chainscanbe.

Somebasicrulesestablishedfrom theoutsetcanaid asa foundationfor building moredetailed,user-
de�ned rules.For example,you may want to allow all connectionsoriginating from the insideby
default andthencustomizeuniquecaseswith their own rule sets.Acceptingall OUTPUTby default is
a suf�cient foundationto build uponregardingoutboundconnections.It is alsorecommendedthat,
by default, all incomingconnectionsbe deniedby your �re wall. The following rule will block all
incomingconnections:

iptables -P INPUT REJECT

Additionally, it is recommendedthatany forwardedpackets— network traf�c thatis to beroutedfrom
the �re wall to its destinationnode— bedeniedaswell, to restrict internalclientsfrom inadvertent
exposureto theInternet(for example,if aLAN useraccidentallyturnsonaserviceonsomearbitrary
port, thenyour network becomesvulnerablebecauseof that machine's service).To do this, usethe
following rule:

iptables -P FORWARDREJECT

After settingbasicrules,you cannow createnew rulesfor your particularnetwork andsecurityre-
quirements.Thefollowing sectionswill outlinesomecommonrulesyoumayimplementin thecourse
of building your iptables �re wall.

7.1.2.1. Saving and Restoring IPTables Rules

Firewall rulesareonly valid for thetime thecomputeris on. If you rebootyour system,theruleswill
beautomatically�ushed andreset.To save your rulesso that they will load later, usethe following
command:

service iptables save
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The ruleswill bestoredin the �le /etc/sysconfig/iptables andwill beappliedwhenever the
serviceis started,restarted,or themachinerebooted.

7.1.3. INPUT Filtering

Keepingremoteattackers out of a LAN is an importantaspectof network security, if not the most
important.The integrity of a LAN shouldbe protectedfrom maliciousremoteusersthrough the
useof stringent�re wall rules. In the following example,The LAN (which usesa private classC
192.168.1.0/24IP range)rejectstelnetaccessfrom theoutside.Therule for this lookslike thefollow-
ing:

iptables -A INPUT -p tcp --sport telnet -j REJECT

Therule rejectsall outsidetcp connectionsusingthe telnetprotocol(typically port 23) with a con-
nection refused errormessage.Rulesusingthe--sport or --dport optionscanuseeitherport
numbersor commonservicenames.So,usingboth --sport telnet and--sport 23 areaccept-
able.

Note

There is a distinction between the REJECTand DROPtarget actions. The REJECTtarget denies access
and returns a connection refused error to users who attempt to telnet users. The DROP, as the
name implies, simply drops the packet without any warning to telnet users. Administrators can use
their own discretion when using these targets; however, to avoid user confusion and attempts to
continue connecting, the REJECTtarget is recommended.

Theremay be timeswhencertainusersrequireremoteaccessto the LAN from the roador from a
�eld of�ce. Secureservices,suchasSSHandCIPE, canbe usedfor encryptedremoteconnection
to LAN services.For administratorswith PPP-basedresources(suchasmodembanksor bulk ISP
accounts),dialupaccesscanusedto circumvent �re wall barrierssecurely, asmodemconnectionsare
typically behinda �re wall/gateway becausethey aredirect connections.However, for remoteusers
with broadbandconnections,specialcasescan be made.You can set iptables INPUT to accept
connectionsfrom remoteSSH and CIPE clients.For example,to allow remoteSSH accessto the
LAN, thefollowing maybeused:

iptables -A INPUT -p tcp --sport 22 -j ACCEPT

CIPEconnectionrequestsfrom theoutsidecanbeacceptedwith thefollowing command:

iptables -A INPUT -p udp -i cipcb0 -j ACCEPT

SinceCIPEusesits own virtual device which transmitsdatagram(UDP) packets,therule allows the
cipcb0 interfacefor incomingconnections,insteadof sourceor destinationports(thoughthey can
beusedin placeof device options).For informationaboutusingCIPE,referto Chapter6.

Thereareotherservicesfor whichyou mayneedto de�ne INPUT rules.Referto theOf�cial RedHat
LinuxReferenceGuidefor comprehensive informationon iptables andits variousoptions.

7.1.4. OUTPUTFiltering

Theremaybeinstanceswhenanadministratormustblock certainuserson theinternalnetwork from
making outboundconnections.Perhapsthe administratorintendsto curtail malicioustrojansfrom
contactingtheir intendedhostsor wantsto keepan employeefrom misusingnetwork resourcesfor
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inappropriateor illicit reasons.In thesecases,specializedrules can be establishedusing OUTPUT
actionin iptables . TheOUTPUTactionplacesrestrictionsonoutbounddata.

Supposeanadministratornoticesheavy amountsof network traf�c on port 6699(a commonlyused
port for peer-to-peer�le sharingservices).To stopthe traf�c andconserve bandwidthfor legitimate
businesspurposes,theadministratorcanblock LAN usersfrom communicatingon this port. After a
thoroughexaminationof whatotherservicesmaybeadverselyaffectedby theblockageof port6699,
theadministratorcanaddthefollowing rule to the�re wall andeffectively blockoutboundtraf�c from
thesourceport:

iptables -A OUTPUT-p TCP --sport 6699 -j REJECT

More elaboraterulescanbe createdthat control accessto speci�c subnets,or even speci�c nodes,
within a LAN. You can also restrict certain dubiousservicessuch as trojans,worms, and other
client/server virusesfrom contactingtheir server. For example,therearesometrojansthat scannet-
worksfor servicesonportsfrom 31337to 31340(calledtheeliteportsin crackinglingo). Sincethere
areno legitimateservicesthatcommunicatevia thesenon-standardports,blockingit caneffectively
diminish the chancesthat potentially infectednodeson your network independentlycommunicate
with their remotemasterservers.

iptables -A OUTPUT-o eth0 -p tcp --dport 31337 --sport 31337 -j DROP

7.1.5. FORWARDand NAT Rules

Mostorganizationsareallottedalimited numberof publicly routableIP addressesfrom their ISP. Due
to this limited allowance,administratorsmust�nd creative waysto shareaccessto Internetservices
without giving scarceIP addressesto every nodeon the LAN. Using classC private IP addressis
the commonway to allow all nodeson a LAN to properlyaccessnetwork servicesinternally and
externally. Edgerouters(suchas�re walls) canreceive incomingtransmissionsfrom theInternetand
routethebits to theintendedLAN node;at thesametime, it canalsorouteoutgoingrequestsfrom a
LAN nodeto the remoteInternetservice.This forwardingof network traf�c canbecomedangerous
at times,especiallywith theavailability of moderncrackingtoolsthatcanspoofinternal IP addresses
and make the remoteattacker's machineact as a nodeon your LAN. To prevent this, iptables
providesroutingandforwardingpoliciesthatyoucanimplementto preventaberrantusageof network
resources.

TheFORWARDpolicy allows anadministratorto controlwherepacketscanberouted.For example,to
allow forwardingfor anentireinternalIP addressrange,thefollowing rulecanbeset:

iptables -A FORWARD-i eth1 -j ACCEPT

Note

By default, IPv4 policy in Red Hat Linux kernels disables support for IP forwarding, which prevents
boxes running Red Hat Linux from functioning as dedicated edge routers. To enable IP forwarding,
run the following command or place it in your �re wall initialization script:

echo "1" > /proc/sys/net/ipv4/ip_forwa rd

FORWARDrulescanbe implementedto restrictcertaintypesof traf�c to theLAN only, suchaslocal
network �le sharesthroughNFSor Samba.Thefollowing rulesrejectoutsideconnectionsto Samba
shares:
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iptables -A FORWARD-p tcp --sport 137:139 -j DROP
iptables -A FORWARD-p udp --sport 137:139 -j DROP

To take the restrictionsa stepfurther, you canblock all outsideconnectionsthat attemptto spoof
privateIP addressrangesto in�ltrate your LAN. If a LAN usesthe192.168.1.0/24range,a rule can
settheInternetfacingnetwork device (for example,eth0)to dropany packetsto thatdevice with an
addressin your LAN IP range.Becauseit is recommendedto rejectforwardedpacketsasa default
policy, any otherspoofedIP addresswill berejectedautomatically.

iptables -A FORWARD-p tcp -s 192.168.1.0/24 -i eth0 -j DROP
iptables -A FORWARD-p udp -s 192.168.1.0/24 -i eth0 -j DROP

Rulescanalsobesetto routetraf�c to certainmachines,suchasa dedicatedHTTP or FTP server,
preferablyone that is isolatedfrom the internal network on a DMZ. To set a rule for routing all
incomingHTTP requeststo a dedicatedHTTP server at IP address10.0.4.2andport 80 (outsideof
the192.168.1.0/24rangeof theLAN), network addresstranslation(NAT) callsa PREROUTINGtable
to forwardthepacketsto theproperdestination( the\ denotesacontinuationof aone-linecommand):

iptables -t nat -A PREROUTING-i eth0 -p tcp --dport 80 \
-j DNAT --to 10.0.4.2:80

With this command,all HTTP connectionsto port 80 from theoutsideof theLAN will beroutedto
theHTTP server on a separatenetwork from therestof the internalnetwork. This form of network
segmentationcanprove saferthanallowing HTTP connectionsto amachineon thenetwork.

7.2. ip6tables

The introductionof the next-generationInternetProtocol,called IPv6, expandsbeyond the 32-bit
addresslimit of IPv4 (or IP). IPv6 supports128-bitaddressesand,assuch,carriernetworks thatare
IPv6awareareableto addressa largernumberof routableaddressesthanIPv4.

RedHatLinux supportsIPv6 �re wall rulesusingtheNet�lter 6 subsystemandthe ip6tables com-
mand.The�rst stepin usingip6tables is to starttheIP6Tablesservice.This canbedonewith the
command:

service ip6tables start

Warning

The IPChains and IPTables services must be turned off to use the IP6Tables service using the fol-
lowing commands:

service ipchains stop

service iptables stop

To make IP6Tablesstartby default whenever thesystemis booted,you mustchangerunlevel status
on theserviceusingchkconfig .

chkconfig --level 345 ip6tables on
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The syntaxis identical to iptables in every aspectexcept that ip6tables supports128-bit ad-
dresses.For example,SSH connectionson a IPv6-aware network server can be enabledwith the
following rule:

ip6tables -A INPUT -i eth0 -p tcp -s 3ffe:ffff:100::1/128 --dport 22 -j \
ACCEPT

For more information about IPv6 networking, refer to the IPv6 Information Page at
http://www.ipv6.org.

7.3. Additional Resour ces
Thereareseveralaspectsto �re wallsandtheLinux Net�lter subsystemthatcouldnotbecoveredhere.
For moreinformation,referto thefollowing resources.

7.3.1. Installed Documentation

• The Of�cial RedHat Linux ReferenceGuidehasa comprehensive chapteron iptables,including
de�nitions for all commandoptions.

• The iptables manualpagecontainsabrief summaryof thevariousoptions,aswell.

7.3.2. Useful Websites

• http://www.net�lter.org — Theof�cial homepageof theNet�lter/ iptables project.

• http://www.redhat.com/support/resources/networking/�re wall.html — RedHatSupport�re wall re-
sourcepage.

• http://www.tldp.org — TheLinux DocumentationProjectcontainsseveralusefulguidesrelatingto
�re wall creationandadministration.

7.3.3. Related Documentation

• Linux Firewalls, by RobertZiegler, containsa wealthof informationon building �re walls using
both 2.2 kernel ipchains aswell asNet�lter and iptables . Additional securitytopicssuchas
remoteaccessissuesandIntrusionDetectionSystemsarealsocovered.
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Chapter 8.

Hardware and Network Protection

Thebestpracticebeforedeploying a machineinto a productionenvironmentor connectingyour net-
work to the Internetis to determineyour organizationalneedsandhow securitycan�t into the re-
quirementsastransparentlyaspossible.Sincethemaingoalof Of�cial RedHatLinux SecurityGuide
is to explainhow to secureRedHatLinux operatingsystem,amoredetailedexaminationof hardware
andphysicalnetwork securityis beyondthescopeof this document.However, this chapteris a brief
overview of establishingsecuritypolicieswith regardto hardwareandphysicalnetworks. Important
factorsto considerarehow computingneedsandconnectivity requirements�t into theoverallsecurity
strategy. Thefollowing explainssomeof thesefactorsin detail.

• Connectivityis the methodby which an administratorintendsto connectdisparateresourceson
a network. An administratormay useEthernet(hubbedor switchedCAT-5/RJ-45cabling),token
ring, 10-base-2coaxialcable,or even cable-free(wireless,802.11x ) technologies.Dependingon
which mediuman administratorchooses,certainmediaandnetwork topologiesrequirecomple-
mentarytechnologiessuchashubs,routers,switches,basestations,andaccesspoints.Determining
afunctionalnetwork architecturewill allow aneasieradministrative processif securityissuesarise.

• Computinginvolvesmorethanjust workstationsrunningdesktopsoftware.Modernorganizations
requiremassivecomputationalpowerandhighly-availableservices,whichcanincludemainframes,
compute/server clusters,powerful workstations,andspecializedappliances.With theseorganiza-
tional requirements,however, comeincreasedsusceptibilityto hardwarefailure,naturaldisasters,
andtamperingor theftof equipment.

Fromthesegeneralconsiderations,administratorscangetabetterview of implementation.Thedesign
of a computingenvironmentwill thenbebasedon bothorganizationalneedandsecurityconsidera-
tions— atrue,"ground-up"implementationthatplacespriority onbothfactors.

8.1. Secure Network Topologies
The foundationof a LAN is the topology, or network architecture.A topology is the physicaland
logical layout of a LAN in termsof resourceprovided, distancebetweennodes,and transmission
medium.Dependingupontheneedsof theorganizationthatthenetwork will service,thereareseveral
choicesavailablefor network implementation.Eachtopologyhasits advantagesandsecurityissues
thatnetwork architectsshouldregardwhendesigningtheirnetwork layout.

8.1.1. Physical Topologies

As de�ned by the Instituteof ElectricalandElectronicsEngineers(IEEE), therearethreecommon
topologiesfor physicalconnectionof aLAN.

8.1.1.1. Ring Topology

TheRingtopologyconnectseachnodeby exactly two connections.Thiscreatesaring structurewhere
eachnodeis accessibleto the othereitherdirectly by its two physicallyclosestneighboringnodes
and indirectly throughthe physicalring. Token Ring, FDDI, and SONETnetworks are connected
in this fashion(with FDDI utilizing a dual-ringtechnique);however, thereareno commonEthernet
connectionsusing this physicaltopology, so rings arenot commonlydeployed except in legacy or
institutionalsettingswith a largeinstalledbaseof nodes(for example,auniversity).
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8.1.1.2. Linear Bus Topology

Thelinear bustopologyconsistsof nodeswhichconnectto a terminatedmainlinearcable(theback-
bone).Thelinearbustopologyrequirestheleastamountof cablingandnetworking equipment,mak-
ing it themostcost-effective topology. However, the linearbusdependson thebackbonebeingcon-
stantlyavailable,makingit a singlepoint-of-failure if it hasto betakenoff-line or is severed.Linear
bustopologiesarecommonlyusedin peer-to-peerLANs usingco-axial(coax)cablingand50-93ohm
terminatorsat bothendsof thebus.

8.1.1.3. Star Topology

TheStar topologyincorporatesa centralpoint wherenodesconnectandthroughwhich communica-
tion is passed.This centerpoint,calleda hub canbe eitherbroadcastedor switched. This topology
doesintroducea singlepoint of failure in thecentralizednetworking hardwarethatwill connectthe
nodes.However, becauseof this centralization,networking issuesthataffect segmentsor the entire
LAN itself is easilytraceableto this onesource.

8.1.2. Transmission Considerations

In a broadcastnetwork, a nodewill senda packet that traversesthroughevery othernodeuntil the
recipientacceptsthe packet. Every nodein thenetwork will conceivably receive this packet of data
until therecipientprocessesthepacket. In abroadcastnetwork, all packetsaresentin thismanner.

In a switchednetwork, packets arenot broadcasted,but areprocessedin the switchedhub which,
in turn, will createa direct connectionbetweenthe sendingand recipientnodesusing the unicast
transmissionprinciples.This eliminatesthe needto broadcastpackets to eachnode,thus lowering
traf�c overhead.

Theswitchednetwork alsopreventspackets from beinginterceptedby maliciousnodesor users.In
a broadcastnetwork, sinceeachnodereceives thepacket enrouteto its destination,malicioususers
canset their Ethernetdevice to promiscuousmodeandacceptall packets regardlessof whetheror
not the datais intendedfor them.Oncein promiscuousmode,a sniffer applicationcanbe usedto
�lter , analyze,andreconstructpacketsfor passwords,personaldata,andmore.Sophisticatedsniffer
applicationswill storesuchinformationin a text �le and,perhaps,even sendthe informationto an
arbitrarysource(for example,themalicioususer's emailaddress).

A switchednetwork requiresanetwork switch,aspecializedpieceof hardwarewhichreplacestherole
of thetraditionalhubin whichall nodesonaLAN areconnected.SwitchesstoreMAC addressesof all
nodeswithin aninternaldatabase,which it usesto performits direct routing.Severalmanufacturers,
including Cisco Systems,Linksys, andNetgearoffer varioustypesof switcheswith featuressuch
as10/100-Base-Tcompatibility, gigabit Ethernetsupport,andsupportfor CarrierSensingMultiple
AccessandCollision Detection(CSMA/CD) which is ideal for high-traf�c networks becauseit will
queueconnectionsanddetectwhenpacketscollide in transit.

8.1.3. Wireless Networks

An emerging issuefor enterprisestodayis that of mobility. Remoteworkers,�eld technicians,and
executivesrequireportablesolutions,includinglaptops,PersonalDigital Assistants(PDAs),andwire-
lessaccessto network resources.TheIEEE hasestablisheda standardsbodyfor the802.11wireless
speci�cation,which establishesstandardsfor wirelessdatacommunicationthroughoutall industries.
Thecurrentstandardin practicetodayis the802.11bspeci�cation.

The 802.11bspeci�cation is actuallya groupof standardsgoverning wirelesscommunicationand
accesscontrol at the 2.4 GHz communicationband.This speci�cationhasalreadybeenadoptedat
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an industry level, and several vendorsmarket 802.11b(also called Wi-Fi) accessand compatibil-
ity asa value-addedfeatureof their coreofferings.Consumershave alsoembracedthestandardfor
small-of�ce/home-of�ce (SOHO)networks.Thepopularityhasalsoextendedfrom LANs to MANs
(MetropolitanAreaNetworks),especiallyin populatedareaswhereaconcentrationof wirelessaccess
points(WAPs)areavailable.TherearealsowirelessInternetserviceproviders(WISPs)thatcaterto
frequenttravelerswho requirebroadbandInternetaccessto conductbusinessremotely.

The 802.11bspeci�cation allows for direct, peer-to-peerconnectionsbetweennodeswith wireless
NICs. This loosegroupingof nodes,calledan ad hoc network, is ideal for quick connectionshar-
ing betweentwo or morenodes,but introducesscalabilityissuesthat arenot suitablefor long-term
wirelessconnectivity.

A moresuitablesolutionfor wirelessaccessin �x ed structuresis to install oneor moreWAPs that
connectto the traditionalnetwork andallowing wirelessnodesto connectto throughtheWAP asif
it wereon the Ethernet-mediatednetwork. TheWAP effectively actsasa bridgerouterbetweenthe
nodesconnectedto it andtherestof thenetwork.

8.1.3.1. 802.11b Security

Althoughwirelessnetworking is comparablein speedandcertainlymoreconvenientthantraditional
wired networking mediums,therearesomelimitations to the speci�cation that warrantsthorough
consideration.Themostimportantof theselimitationsis in its securityimplementation.

In theexcitementof successfullydeploying an802.11x network, many administratorsfail to exercise
eventhemostbasicsecurityprecautions.Sinceall 802.11bnetworking is doneusinghigh-bandradio-
frequency (RF) signals,the datatransmittedis easilyaccessibleto any userwith a 802.11bNIC, a
wirelessnetwork scanningtool suchasNetStumbler or Wellenreiter, andcommonsnif�ng tools
suchasdsniff andsnort . To preventsuchaberrantusageof privatewirelessnetworks,the802.11b
standardusesthe Wired Equivalency Privacy (WEP) protocol,which is an RC4-based64- to 128-
bit encryptedkey sharedbetweeneachnodeor betweentheAP andthenode.This key will encrypt
transmissionsanddecryptincomingpacketsdynamicallyandtransparently. Administratorsoftenfail
to employ thisshared-key encryptionscheme,however; eitherthey forgetto dosoor choosenot to do
sobecauseof performancedegradation(especiallyover long distances).EnablingWEPonawireless
network cangreatlyreducethepossibilityof datainterception.

Relyingon WEP, however, is still not a soundenoughmeansof protectionagainstdeterminedmali-
cioususers.Therearespecializedutilities whosepurposeis to cracktheRC4WEPencryptionalgo-
rithm andexposesthesharedkey. AirSnort andWEP Crack aretwo suchspecializedapplications.To
protectagainstthis, administratorsshouldadhereto strict policiesregardingusageof wirelessmeth-
odsto accesssensitive information.Administratorsmaychooseto augmentthesecurityof wirelessby
restrictingconnectivity to SSHor VPN connections,which introducesanadditionalencryptionlayer
above theWEPencryption.Usingthis policy, a malicioususeroutsideof thenetwork thatcracksthe
WEPencryptionhasto additionallycracktheVPN or SSHencryptionwhich, dependingon theen-
cryptionmethod,canemploy up to triple-strength168-or 192-bitDESalgorithmencryption(3DES)
or proprietaryalgorithmsof even greaterstrength.Administratorswho apply thesepoliciesshould
certainlyrestrictplain text protocolssuchasTELNET or FTP, aspasswordsanddatacanbeexposed
usingany of theaforementionedattacks.

8.1.4. Network Segmentation and DMZs

Foradministratorswhowishto runexternallyaccessibleservicessuchasHTTP, email,FTP, andDNS,
it is recommendedthat thesepublicly available servicesbe physicallyand/or logically segmented
from the internalnetwork. Firewalls andhardeningof hostsandapplicationsareeffective ways to
detercasualintruders.However, determinedcrackerswill �nd waysinto the internalnetwork if the
servicesthey have crackedresideon thesamelogical routeastherestof thenetwork. Theexternally
accessibleservicesbecomewhatthesecurityregardsasademilitarizedzone(DMZ), alogicalnetwork
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segmentwhereinboundtraf�c from the Internetwould only be ableto accessthoseservicesin the
DMZ. This is effective in that,eventhougha malicioususerexploits a machineon theDMZ, therest
of theInternalnetwork lies behinda �re wall onaseparatedsegment.

Most enterpriseshave a limited pool of publicly routableIP addressesfrom which they can host
externalservices,soadministratorsutilize elaborate�re wall rulesto accept,forward,reject,anddeny
packet transmissions.Firewall policiesimplementedwith iptables or dedicatedhardware�re walls
allow for complex routing andforwardingrules,which administratorscanuseto segmentinbound
traf�c to speci�c servicesat speci�ed addressesandports,aswell asallow only theLAN to access
internalservices,which canprevent IP spoo�ng exploits. For moreinformationaboutimplementing
iptables , referto Chapter7.

8.2. Hardware Security
Accordingto a studyreleasedin 2000by the FBI andthe ComputerSecurityInstitute (CSI), over
seventypercentof all attacksonsensitive dataandresourcesreportedby organizationsoccurredfrom
within theorganizationitself. Implementinganinternalsecuritypolicy appearsto bejustasimportant
asanexternalstrategy. Thefollowing sectionsexplain someof thecommonstepsadministratorsand
userscantake to safeguardtheir systemsfrom internalmalpractice.

Employeeworkstations,for themostpart,arenot aslikely to betargetsfor remoteattack,especially
thosebehinda properlycon�gured �re wall. However, therearesomesafeguardsthat canbe imple-
mentedto avert aninternalor physicalattackon individual workstationresources.

ModernworkstationandhomePCshaveBIOSesthatcontrolsystemresourcesonthehardwarelevel.
Workstationuserscanalsosetadministrative passwordswithin theBIOS to prevent malicioususers
from accessingthesystem.BIOS passwordsprevent malicioususersfrom bootingthesystemat all,
deterringtheuserfrom quickly accessingor stealinginformationstoredon theharddrive.

However, if themalicioususerstealsthePC(themostcommoncaseof theft frequenttravelerswho
carrylaptopsandothermobiledevices)andtakesit to a locationwherethey candisassemblethePC,
theBIOSpassworddoesnotpreventtheattacker from removing theharddrive, installingit in another
PCwithout BIOS restriction,andmounttheharddrive to readany contentswithin. In thesecases,it
is recommendedthatworkstationshave locks to restrictaccessto internalhardware.Hardwaresuch
aslockablesteelcablescanbeattachedto PCandlaptopchassisto preventtheft,aswell askey locks
on thechassisitself to prevent internalaccess.Suchhardwareis widely availablefrom manufacturers
suchasKensingtonandTargus.

Serverhardware,especiallyproductionservers,aretypically mountedonracksin serverrooms.Server
cabinetsusuallyhave lockabledoors;andindividual server chassisalsoareavailablewith lockable
front bezelsfor increasedsecurityfrom errant(or intentional)shutdown.

Enterprisescanalsouseco-locationproviders to housetheir servers,asco-locationprovidersoffer
higherbandwidth,24x7technicalsupport,andexpertisein systemandserver security. Thiscanbean
effective meansof outsourcingsecurityandconnectivity needsfor HTTP transactionsor streaming
mediaservices.However, co-locationcanbe cost-prohibitive, especiallyfor small to medium-sized
businesses.Co-locationfacilities areknown for beingheavily guardedby trainedsecuritystaff and
tightly monitoredatall times.
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Chapter 9.

Vulnerability Assessment

Giventhetime, resources,andmotivation,a cracker canbreakinto nearlyany system.At theendof
the day, all the securityproceduresandtechnologiescurrentlyavailablecannotguaranteethat your
systemsaresafefrom intrusion.Routerscanhelp to secureyour gatewaysto the Internet.Firewalls
helpsecuretheedgeof thenetwork.Virtual PrivateNetworkscansafelypassyourdatain anencrypted
stream.Intrusiondetectionsystemshavethepotentialto warnyouof maliciousactivity. However, the
successof eachof thesetechnologiesis dependentuponanumberof variables,including:

• Theexpertiseof thestaff responsiblefor con�guring, monitoring,andmaintainingthetechnologies

• Theability to patchandupdateservicesandkernelsquickly andef�ciently

• Theability of thoseresponsibleto keepconstantvigilanceover thenetwork.

Given thedynamicstateof datasystemsandtechnologies,securingyour corporateresourcescanbe
quitecomplex. Becauseof this complexity, it maybedif�cult to �nd expert resourcesfor all of your
systems.While it is possibleto have personnelknowledgeablein many areasof informationsecurity
at a high level, it is dif�cult to retainstaff who areexpertsin more thana few subjectareas.This
is mainly becauseeachsubjectareaof InformationSecurityrequiresconstantattentionandfocus.
Informationsecuritydoesnotstandstill.

9.1. Thinking Like the Enemy
Supposeyouadministeranenterprisenetwork. Suchnetworksarecommonlycomprisedof operating
systems,applications,�re walls, intrusiondetectionsystems,andmore.Now imaginetrying to keep
currentoneveryoneof these.Giventhecomplexity of today'ssoftwareandnetworkingenvironments,
exploits andbugsarea certainty. Keepingcurrentwith patchesandupdatesfor anentirenetwork can
prove to beadauntingtaskin acomplex organizationwith heterogeneoussystems.

Combinetheexpertiserequirementswith thetaskof keepingcurrent,andit is inevitablethatadverse
incidentsoccur, systemsarebreached,datais corrupted,andserviceis interrupted.

To augmentsecurity technologiesand aid in protectingsystems,networks, and data,think like a
cracker and gaugethe securityof systemsby checkingfor weaknesses.Preventative vulnerability
assessmentsagainstyour own systemsandnetwork resourcescanreveal potentialissuesthatcanbe
addressedbeforeacracker �nds it.

A vulnerability assessmentis similar to an internal inquiry of your network and systemsecurity;
the resultsof which indicatethe con�dentiality, integrity, andavailability (asexplainedin Section
1.1.4). A vulnerability assessmentwill typically start with an information gatheringphaseduring
whichimportantdataregardingthetargetwill begathered.Thisphasewill leadto theactualchecking
phase,wherebythe target is essentiallychecked for all known vulnerabilities.The checkingphase
culminatesin thereportingphase,wherethe�ndings areclassi�ed into categoriesof high, medium,
andlow risk; andmethodsfor improving the security(decreasingthe level of vulnerability) of the
targetarediscussed.

If youwereto performavulnerabilityassessmentof yourhome,youwould likely checkeachdoorto
your hometo seeif they areshutandlockedcorrectly. You would alsocheckevery window, making
surethat they shutcompletelyandlatch correctly. This sameconceptappliesto systems,networks,
andelectronicdata.The processof checkingfor weaknessesis the same.Only the targetsaredif-
ferent.Malicioususersarethe thievesandvandalsof your data.Focuson their tools,mentality, and
motivations,andyouwill begin to think like them.
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9.2. De�ning Assessment and Testing
A cleardistinctionbetweenthetypesof vulnerabilityassessmentsis necessary. Vulnerabilityassess-
mentsmaybebrokendown into oneof two types:Outsidelookingin andinsidelookingaround.

Whenperforminganoutsidelooking in vulnerabilityassessmentyou areattemptingto compromise
yoursystemsfrom theoutside.Beingexternalto yourcompany providesyouwith thecracker's view-
point.Youseewhatacracker sees— legal IP addresses,systemsonyourDMZ, externalinterfacesof
your �re wall, andmore.

Whenyouperformaninsidelookingaroundvulnerabilityassessmentyou aresomewhatat anadvan-
tagesinceyou areinternalandyour statusis elevatedto trusted.This is theviewpoint you andyour
co-workershave onceloggedon to your systems.You seeprint servers,�le servers,databases,and
otherresources.

Therearestriking distinctionsbetweenthesetwo typesof vulnerabilityassessments.Being internal
to your company gives you elevated privileges — more so than any outsider. Still today in most
organizations,securityis con�gured in sucha mannerasto keepintrudersout. Very little is doneto
securethe internalsof the organization(suchasdepartmental�re walls). Typically, therearemany
moreresourceswheninsidelooking aroundasmostsystemsareinternalto a company. Onceyou set
yourselfoutsidethecompany, you immediatelyaregivenuntrustedstatus.Thesystemsandresources
availableto youexternallyaretypically muchmorelimited.

Considerthedifferencebetweenvulnerabilityassessmentsandpenetration tests. Think of a vulnera-
bility assessmentasthe �rst stepto a penetrationtest.Theinformationgleanedfrom theassessment
will beusedin thetesting.Whereas,theassessmentis checkingfor holesandpotentialvulnerabilities,
thepenetrationtestingactuallyattemptsto exploit the�ndings.

Assessingnetwork infrastructureis a dynamicprocess.Security, both informationandphysical,is
dynamic.Performinganassessmentshows anoverview, which canturn up falsepositivesandfalse
negatives.

Securityadministratorsareonly asgoodasthetoolsthey useandtheknowledgethey retain.Takeany
of theassessmenttoolscurrentlyavailable,run themagainstyoursystem,andit is almostaguarantee
thattherewill beat leastsomefalsepositives.Whetherby programfault or usererror, theresultis the
same.Thetool may�nd vulnerabilitieswhich in reality do not exist (falsepositive); or, evenworse,
thetool maynot �nd vulnerabilitiesthatactuallydoexist (falsenegative).

Now thatthedifferencebetweenvulnerabilityassessmentandpenetrationtestarede�ned, it is often
goodpracticeto take the �ndings of the assessmentandreview themcarefully beforeconductinga
penetrationtest.

Warning

Attempting to exploit vulnerabilities can be dangerous to the productivity and ef�ciency of your sys-
tems and network.

Thefollowing list examinessomeof thebene�tsto performingvulnerabilityassessments.

• Proactive focuson informationsecurity

• Findingpotentialexploits beforecrackers�nd them

• Typically resultsin systemsbeingkeptup to dateandpatched

• Promotesgrowth andaidsin developingstaff expertise

• Financiallossandnegative publicity abated
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9.2.1. Estab lishing a Methodology

To aid in the selectionof tools for vulnerabilityassessment,it is helpful to establisha vulnerability
assessmentmethodology. Unfortunately, thereis no prede�nedor industryapprovedmethodologyat
this time; however, commonsenseandbestpracticescanactasasuf�cient guide.

Whatis thetarget?Are welookingat oneserver, or are welookingat our entire networkandevery-
thingwithin thenetwork?Areweexternalor internal to thecompany?Theanswersto thesequestions
areimportantasthey will help you determinenot only which tools to selectbut alsothe mannerin
which thethey will beused.

To learnmoreaboutestablishingmethodologies,referto thefollowing websites:

• http://www.ideahamster.org/osstmm-description.htm— TheOpenSourceSecurityTestingMethod-
ology Manual(OSSTMM)

• http://www.owasp.org — TheOpenWebApplicationSecurityProject

9.3. Evaluating the Tools
A typical assessmentcanstart by using someform of informationgatheringtool. If assessingthe
entirenetwork, mapthenetwork layout �rst to �nd thehoststhatarerunning.Oncelocated,we can
thenfocuson examining them.Focusingon thesehostswill requireanothersetof tools.Knowing
which toolsto usemaybethemostcrucialstepin �nding vulnerabilities.

Justasin any aspectof everydaylife, therearemany differenttools thatperformthesamejob. This
conceptappliesto performingvulnerabilityassessmentsaswell. Therearetoolsspeci�c to operating
systems,applications,andevennetworks (basedon protocolsused).Sometoolsarefree(in termsof
cost)while othersarenot.Sometoolsareintuitive andeasyto use,while othersarecrypticandpoorly
documented.

Decidingwhichtoolsaretheright toolsfor youmaybeadauntingtask.In theend,experiencecounts.
If possible,setupatestlabandtry outasmany toolsasyoucan,notingthestrengthsandweaknesses
of each.Review theREADME �le or manpagefor thetool. In addition,look to theInternetfor more
information,suchasarticles,step-by-stepguides,or evenmailing listsspeci�c to a tool.

Thetoolsdiscussedbelow arejustasmallsamplingof theavailabletools.

9.3.1. Scanning Hosts with Nmap

Nmap is apopulartool for mappingnetworksis includedin RedHatLinux. Nmap hasbeenavailable
for many yearsandis probablythe mostoften usedtool whengatheringinformation.An excellent
manpageis includedthat coversthe details,options,andexamplesof usingNmap. Useit on your
network to �nd hostsystemsandopenportson thosesystems.

Nmap is acompetent�rst stepin vulnerabilityassessment.Youcanmapoutall thehostswithin your
network, andevenpassanoptionthatwill allow it to attemptto identify theoperatingsystemrunning
on thosehosts.Nmap is a good foundationfor establishinga policy of usingsecureservicesand
stoppingunusedservices.

9.3.1.1. Using Nmap

Nmap canberun from a shellpromptor usinga graphicalversion.At a shellprompt,typethenmap
commandfollowedby thehostnameor IP addressof themachineyouwantto scan.

nmap foo.example.com
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Theresultsof thescan(whichcouldtakeupto afew minutes,dependingonwherethehostis located)
shouldlook similar to thefollowing:

nmap 127.0.0.1
Starting nmap V. 3.00 ( www.insecure.org/nmap/ )
Interesting ports on localhost.localdomain (127.0.0.1):
(The 1591 ports scanned but not shown below are in state: closed)
Port State Service
22/tcp open ssh
25/tcp open smtp
111/tcp open sunrpc
515/tcp open printer
950/tcp open oftep-rpc
6000/tcp open X11

Nmap run completed -- 1 IP address (1 host up) scanned in 0 seconds

If you wereto usethegraphicalversion(which canbe run by typing /usr/bin/nmapfe at a shell
prompt),theresultswill look similar to thefollowing:

Figure9-1.Scanningwith Nmap

Nmap teststhe mostcommonnetwork communicationportsfor listeningor waiting services.This
knowledgecanbe helpful to an administratorwho wantsto, for example,closedown unnecessary
services.

For moreinformationaboutusingNmap, referto theof�cial homepageat http://www.insecure.org.
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9.3.2. Nessus

Nessusis afull-servicesecurityscanner. Theplug-inarchitectureof Nessusallowsusersto customize
it for theirsystemsandnetworks.As with any scanner, Nessusisonlyasgoodasthesignaturedatabase
it reliesupon.Fortunately, Nessusis updatedonadaily basis.It featuresfull reporting,hostscanning,
andreal-timevulnerabilitysearches.Rememberthattherecouldbefalsepositivesandfalsenegatives,
evenin a tool aspowerful andasfrequentlyupdatedasNessus.

Note

Nessus is not included with Red Hat Linux and is not supported. It has been included in this docu-
ment as a reference to users who may be interested in using this popular application.

For moreinformationaboutNessus, referto theof�cial websiteathttp://www.nessus.org.

9.3.3. Whisker

Whisker is anexcellentCGI scanner. Whisker hasthecapabilityto not only checkfor CGI vulner-
abilities but do so in an evasive manner, so as to eludeintrusiondetectionsystems.It comeswith
excellent documentationwhich shouldbe carefully reviewed prior to running the program.When
you have foundyour Webserversservingup CGI scripts,Whisker canbeanexcellentresourcefor
checkingthesecurityof theseservers.

Note

Whisker is not included with Red Hat Linux and is not supported. It has been included in this docu-
ment as a reference to users who may be interested in using this popular application.

More informationaboutWhisker canbefoundat http://www.wiretrip.net.

9.3.4. VLAD the Scanner

VLAD is a scannerdevelopedby theRAZOR teamat Bindview, Inc. thatmaybeusedto checkfor
vulnerabilities.It checksfor the SANS Top Ten list of commonsecurityissues(SNMP issues,�le
sharingissues,etc.).While not asfull-featuredasNessus, VLAD is worth investigating.

Note

VLAD is not included with Red Hat Linux and is not supported. It has been included in this document
as a reference to users who may be interested in using this popular application.

More information aboutVLAD can be found on the Tools pageon the RAZOR teamwebsiteat
http://razor.bindview.com/index.shtml.
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9.3.5. Anticipating Your Future Needs

Dependinguponyourtargetandresources,thereareany numberof toolsavailable.Therearetoolsfor
wirelessnetworks,Novell networks,UNIX systems,Linux systems,andmore.Anotheressentialpart
of performingassessmentsmayincludereviewing physicalsecurityaswell aswar dialing — dialing
numbersandextensionsenterprise-widefor modemaccessto your network. New concepts,suchas
war walking— scanningtheperimeterof your enterprise's physicalstructuresfor wirelessnetwork
access— aresomeemerging conceptsthat you caninvestigateand,if needed,incorporatein your
assessments.Imaginationandexposurearetheonly limits of planningandconductingvulnerability
assessments.
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Chapter 10.

Intrusion Detection

Valuablepropertyneedsto beprotectedfrom theprospectof theftanddestruction.Modernhomesare
equippedwith alarmsystemsthatcandeterburglars,notify authoritieswhenabreak-inhasoccurred,
andevenwarnownerswhentheirhomeis on �re. Suchmeasuresarenecessaryto assuretheintegrity
of homesandthesafetyof homeowners.

Thesameassuranceof integrity andsafetyshouldalsobeappliedto computersystemsanddata.The
Internethasfacilitatedthe�o w of information,from thepersonalto the �nancial. At thesametime,
it hasfosteredjust asmany dangers.Malicious usersandcrackers seekvulnerabletargetssuchas
unpatchedsystems,systemsinfectedwith trojans,andnetworks running insecureservices.Alarms
areneededto notify administratorsandsecurityteammembersthatanbreachhastakenplacesothat
they canrespondin real-timeto thethreat.Intrusiondetectionsystemshave beendesignedassucha
warningsystem.

10.1. De�ning Intrusion Detection Systems
An intrusiondetectionsystem(IDS) is anactive processor device thatanalyzessystemandnetwork
activity for unauthorizedentryand/ormaliciousactivity. Theway thattheIDS detectsanomaliescan
varywidely; however, theaimsarethesame— catchperpetratorsin theactbeforethey dorealdamage
to your resources.

IDSesprotecta systemfrom attack,misuse,andcompromise.It canalsomonitor network activity,
auditnetwork andandsystemcon�guration for vulnerabilities,analyzedataintegrity, andmore.De-
pendingonthedetectionmethodsyouchooseto deploy, thereareseveraldirectandincidentalbene�ts
to usinganIDS.

10.1.1. IDS Types

UnderstandingwhatanIDS is andthefunctionsit providesis key in determiningwhattypewould be
appropriateto includein yourcomputersecuritypolicy. Thissectionwill discusstheconceptsbehind
IDSes,thefunctionalitiesof eachtypeof IDS,andtheemergenceof hybridIDSesthatemploy several
detectiontechniquesandtoolsin onepackage.

SomeIDSesareknowledge-based, which preemptively alert securityadministratorsbeforean intru-
sionoccursusinga databaseof commonattacks.Alternatively, therearebehavioral IDSesthat track
all resourceusagefor anomalies,which is usuallya positive sign of maliciousactivity. SomeID-
Sesarestandaloneservicesthatwork in thebackgroundandpassively listenfor activity, loggingany
suspiciouspacketsfrom theoutside.Othersmix standardsystemtools,modi�ed con�gurations,and
verboseloggingwith administratorintuition andexperienceto createa powerful intrusiondetection
kit. Evaluatingthemany intrusiondetectiontechniquescanassistin �nding onethat is right for your
organization.

10.2. Host-based IDS
A host-basedIDS analyzesseveral areasto determinemisuse(maliciousor abusive activity inside
thenetwork) or intrusion(breachesfrom theoutside).Host-basedIDSesconsultseveral typesof log
�les (kernel,system,server, network, �re wall, andmore),andcomparethe logs againstan internal
databaseof commonsignaturesfor known attacks.Unix andLinux host-basedIDSesmakeheavy use
of syslog andits ability to separateloggedeventsby their severity andfunctionality (for example,
printererrormessagesversuskernelwarnings).The IDS will �lter logs (which, in thecaseof some
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event logs suchasnetwork andkernel,canbe quite verbose),analyzethem,re-tagthe anomalous
packetswith its own systemof warningandseverity rating,andcollect themin its own specialized
log for administratoranalysis.

Host-basedIDSescanalsoverify dataintegrity of important�les andexecutables.TheIDS will check
a databaseof sensitive �les (and any �les that you may want to add) and createsa checksumof
each�le with a message-�ledigestutility suchasmd5sum(128-bitalgorithm)or or sha1sum (160-
bit algorithm).The IDS thenstoresthe sumsin a plain text �le, andperiodicallycomparesthe �le
checksumsagainstthevaluesin thetext �le. If any of the�les checksumsdonotmatch,thentheIDS
will alerttheadministratorby emailor pager. This is theprocessusedby Tripwir e, whichis discussed
in Section10.2.1.

10.2.1. Tripwire

Tripwir e is themostpopularhost-basedIDS for Linux. Tripwire, Inc., thedevelopersof Tripwir e,
recentlyopenedthesoftwaresourcecodefor theLinux versionandlicensedit underthetermsof the
GNU GeneralPublic License.RedHat Linux includesTripwir e, andis available in RPM package
formatfor easyinstallationandupgrade.

Detailedinformationon the installationandcon�guration of Tripwir e canbe found in the chapter
titled "InstallingandCon�guring Tripwire" in theOf�cial RedHat LinuxCustomizationGuide. Refer
to thatchapterfor moreinformation.

10.2.2. RPM as an IDS

TheRPM PackageManager(RPM) is anotherprogramthat canbeusedasa host-basedIDS. RPM
containsvariousoptionsfor queryingpackagesand their contents.Theseveri�cation optionscan
be invaluableto an administratorwho suspectsthat critical system�les andexecutableshave been
modi�ed.

Thefollowing list detailssomeoptionsfor RPM thatyou canuseto verify �le integrity on your Red
HatLinux system.Referto theOf�cial RedHat LinuxCustomizationGuidefor completeinformation
aboutusingRPM.

Impor tant

Some of the commands in the list that follows requires that you import the of�cial Red Hat GPG
public key into your RPM keyring. This key veri�es that packages installed on your system contain an
of�cial Red Hat package signature, which ensures that your packages originated from Red Hat. The
key can be imported with the following command (substituting � version � with the version of RPM
installed on your system):

rpm --import /usr/share/doc/rpm- � version � /RPM-GPG-KEY

rpm -V package_name

This option will verify the �les in the installedpackagecalledpackage_name . If it shows no
outputandexits, this meansthatall of the�les have not beenmodi�ed in anyway sincethe last
time theRPM databasewasupdated.If thereis anerror, suchas
S.5....T c /bin/ps

thenthe�le hasbeenmodi�ed in somewayandyouneedto assesswhetherto keepthe�le (such
is thecasewith modi�ed con�guration �les in /etc ) or deletethe�le andreinstallthepackage
thatcontainsit.
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rpm -Va

This commandveri�es all installedpackagesand�nds any failurein its veri�cation tests(much
like the-V option,but moreverbosein its outputsinceit is verifying every installedpackage).

rpm -Vf /bin/ls

This commandveri�es individual �les in aninstalledpackage.This canbeusefulif you wish to
performaquick veri�cation of asuspect�le.

rpm -K application-1.0.i386.rpm

This commandis useful for checkingthe md5 checksumand the GPG signatureof an RPM
package�le. This is usefulfor checkingwhethera packageyou wantto install is signedby Red
Hator any organizationfor whichyouhavetheGPGpublickey importedinto yourGPGkeyring.
A packagethathasnotbeenproperlysignedwill emitanerrormessagesimilar to thefollowing:
application-1.0.i386.rpm (SHA1) DSA sha1 md5 (GPG) NOT OK

(MISSING KEYS: GPG#897da07a)

Exercisecautionwhen installing packagesthat are unsignedas they are unof�cial and could
containmaliciouscode

RPM canbe a powerful tool, as evinced by its many veri�cation tools for installedpackagesand
RPM package�les. It is stronglyrecommendedthatyou backupthecontentsof your RPM database
directory(/var/lib/rpm/ ) to read-onlymediasuchasCD-ROM afteryou installRedHatLinux so
that you cansafelyverify �les andpackagesagainstthe read-onlydatabase,ratherthanagainstthe
databaseon thesystem,asmalicioususersmaycorruptthedatabaseandskew your results.

10.2.3. Other Host-based IDSes

Thefollowing list discussessomeof theotherpopularhost-basedintrusiondetectionsystemsavail-
able.Referto thewebsitesof therespective utilities for moreinformationaboutinstallingandcon�g-
uring themin your environment.

Note

These applications are not included with Red Hat Linux and are not supported. They have been
included in this document as a reference to users who may be interested in evaluating such applica-
tions.

• SWATCH http://www.oit.ucsb.edu/~eta/swatch/ — The Simple WATCHer (SWATCH) useslog
�les generatedby syslog to alert administratorsof anomaliesbasedon usercon�guration �les.
SWATCH was designedto log any event that the userwantsto add into the con�guration �le;
however, it hasbeenadoptedwidely asahost-basedIDS.

• LIDS http://www.lids.org — TheLinux IntrusionDetectionSystem(LIDS) is a kernelpatchand
administrationtool that can also control �le modi�cation with accesscontrol lists (ACLs) and
protectprocessesand�les, evenfrom therootuser.
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10.3. Network-based IDS
Network-basedintrusiondetectionsystemsoperatedifferently from host-basedIDSes.The design
philosophyof a network-basedIDS is to scannetwork packets at the routeror host-level, auditing
packet informationand logging any suspiciouspackets into a speciallog �le with extendedinfor-
mation.Basedon thesesuspiciouspackets,anetwork-basedIDS canscanits own databaseof known
network attacksignaturesandassignaseverity level for eachpacket.If severity levelsarehighenough,
a warningemailor pagercall is placedto securityteammemberssothey canfurther investigatethe
natureof theanomaly.

Network-basedIDSeshave becomepopularasthe Internetgrows in sizeandtraf�c. IDSesthat can
scanthevoluminousamountsof network traf�c andsuccessfullytagsuspecttraf�c arewell-received
within the securityindustry. Due to the inherentinsecurityof the TCP/IPprotocols,it hasbecome
imperative to develop scanners,sniffers, andothernetwork auditinganddetectiontools to prevent
securitybreachesdueto suchmaliciousnetwork activity as:

• IP Spoo�ng

• Denial-of-serviceattacks

• arpcachepoisoning

• DNS namecorruption

• Man-in-the-middleattacks

Most network-basedIDSesrequirethatthehostsystemnetwork device besetto promiscuousmode,
whichallows thedevice to captureeverypacketonthenetwork. Promiscuousmodecanbesetthrough
the ifconfig command,like thefollowing:

ifconfig eth0 promisc

Runningifcon�g with nooptionsrevealsthateth0 is now in promiscuousmode.

eth0 Link encap:Ethernet HWaddr 00:00:D0:0D:00:01
inet addr:192.168.1.50 Bcast:192.168.1.255 Mask:255.255.252.0
UP BROADCASTRUNNING PROMISCMULTICAST MTU:1500 Metric:1
RX packets:6222015 errors:0 dropped:0 overruns:138 frame:0
TX packets:5370458 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:2505498554 (2389.4 Mb) TX bytes:1521375170 (1450.8 Mb)
Interrupt:9 Base address:0xec80

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACKRUNNING MTU:16436 Metric:1
RX packets:21621 errors:0 dropped:0 overruns:0 frame:0
TX packets:21621 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:1070918 (1.0 Mb) TX bytes:1070918 (1.0 Mb)

Usingatool suchastcpdump (includedwith RedHatLinux), wecanseethelargeamountsof traf�c
�o wing throughoutanetwork:

# tcpdump
tcpdump: listening on eth0
02:05:53.702142 pinky.exampledomain.com .ha -clu ste r > \

heavenly.exampledomain. com. 860 : udp 92 (DF)
02:05:53.702294 heavenly.exampledomain. com.860 > \

pinky.exampledomain.com .ha- clu ster : udp 32 (DF)
02:05:53.702360 pinky.exampledomain.com .55 828 > dns1.exampledomain.com. domain: \

PTR? 254.35.168.192.in-addr.ar pa. (45) (DF)
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02:05:53.702706 ns1.rdu.redhat.com.doma in > pinky.exampledomain.com .558 28: \
6077 NXDomain* 0/1/0 (103) (DF)

02:05:53.886395 shadowman.exampledomain .co m.ne tbi os-n s > \
172.16.59.255.netbios-n s: NBT UDP PACKET(137): QUERY; BROADCAST

02:05:54.103355 802.1d config c000.00:05:74:8c:a1:2b. 8043 root \
0001.00:d0:01:23:a5:2b pathcost 3004 age 1 max 20 hello 2 fdelay 15

02:05:54.636436 konsole.exampledomain.c om.netb ios -ns > 172.16.59.255.netbios-n s:\
NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

02:05:56.323715 pinky.exampledomain.com .10 13 > heavenly.exampledomain.c om.860: \
udp 56 (DF)

02:05:56.323882 heavenly.exampledomain. com.860 > pinky.exampledomain.com.1 013: \
udp 28 (DF)

Noticethatpacketsthatwerenot intendedfor our machine(pinky.exampledomain.com ) arestill
beingscannedandloggedby tcpdump .

10.3.1. snort

While tcpdump is a usefulauditingtool, it is not considereda true IDS becauseit doesnot analyze
packets for anomalies;it only dumpsthemto the outputscreenor to a log �le. A properIDS will
analyzethepacketsandthentagandlog suspiciousactivity.

Snortis anIDS designedto becomprehensive andaccuratein successfullyloggingmaliciousnetwork
activity andnotifying administratorswhenpotentialbreachesoccur. Snortusesthestandardlibcap
library, andtcpdump asapacket loggingbackend.

The mostprizedfeatureof Snort is not in its functionality, but in its �e xible attacksignaturesub-
system.Snorthasa constantlyupdateddatabaseof attacksthat canbeaddedto andupdatedvia the
Internet.Userscancreatesignaturesbasedonnew network attacksandsubmitthemto theSnortsigna-
turemailing lists (locatedat http://www.snort.org/lists.html),sothatall Snortuserswill bene�t. This
communityethicof sharinghasgrown Snortinto oneof themostup-to-dateandrobustnetwork-based
IDSesavailable.

Note

Snort is not included with Red Hat Linux and is not supported. It has been included in this document
as a reference to users who may be interested in evaluating it.

For moreinformationaboutusingSnort,referto theof�cial websiteat http://www.snort.org.
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Chapter 11.

Incident Response

In theeventthatthesecurityof asystemhasbeencompromised,anincidentresponseis necessary. It
is theresponsibilityof thesecurityteamto respondto theproblemquickly andeffectively.

11.1. De�ning Incident Response
Incidentresponseis simply anexpeditedresponseto an issueor occurrence.Pertainingto Informa-
tion Security, anexamplewould bea hacker who haspenetrateda �re wall andis currentlysnif�ng
internalnetwork traf�c. Theincidentis thebreachof security. Theresponsedependsuponhow these-
curity teamreacts,whatthey do to minimizedamages,andwhenthey restoreresources,all thewhile
attemptingto guaranteedataintegrity.

Think of yourorganizationandhow almosteveryaspectof it reliesupontechnologyandthecomputer
systems.If thereis acompromise,think of thepotentiallydevastatingresults.Besidestheobvioussys-
temdowntimeandtheft of data,therecouldbedatacorruption,identity theft (from onlinepersonnel
records),andembarrassingpublicity or even �nancially devastatingpublicity ascustomersandbusi-
nesspartnerslearnandreactto news of suchacompromise.

Researchonpastsecuritybreaches(bothinternalandexternal)shows thatcompaniescanpotentially
be run out of businessasa resultof a breach.At minimum,a breachcanresult in resourcesbeing
unavailableanddatastolenor corrupted.But onecannotoverlookissuesthataredif�cult to calculate
�nancially, suchasbadpublicity. An organizationmustcalculatethecostof a breachandhow will it
detrimentallyaffectsanorganization,bothin theshortandlong term.

11.2. Creating an Incident Response Plan
It is very importantthat an incident responseplan is formulated,supportedthroughoutthe organi-
zation,put into action,andregularly tested.A goodincidentresponseplan that is thoroughlytested
andacteduponquickly may minimize the effectsof a breach.Furthermore,it may even reducethe
negative publicity andfocusattentiononquick reactiontime.

Fromasecurityteamperspective, it doesnotmatterwhetherabreachoccurs(assuchoccurrencesare
aneventualpartof doingbusinessusinganuntrustedcarriernetwork suchastheInternet),but rather,
whenabreachwill occur. Do not think of asystemasweakandvulnerable;realizethatgivenenough
time and resourcessomeone,somewhere,someday, will breacheven the most security-hardened
systemor network.

Thepositive aspectof realizingtheinevitability of a systembreachis thatit allows thesecurityteam
to developacourseof actionthatminimizesany potentialdamage.Combiningacourseof actionwith
expertiseallows theteamto respondto adverseconditionsin a formalandresponsive manner.

Theincidentresponseplancanbeseparatedinto four sections:

• ImmediateResponse

• Investigation

• Restoring

• Reporting

Incidentresponsemustbedecisive andexecutedquickly. Thereis little roomfor errorin mostcases,
andby stagingpracticeemergenciesandmeasuringresponsetimesit is possibleto developamethod-



96 Chapter 11.Incident Response

ologythatfostersspeedandaccuracy. Reactingquickly mayminimizetheimpactof resourceunavail-
ability andthepotentialdamagecausedby systemcompromise.

An incidentresponseplanhasanumberof requirements,including;

• Appropriatepersonnel(in-houseexperts)

• Financialsupport

• Executive support

• A feasibleplanof action

• Physicalresourcessuchasharddrives,systems,andbackupsystems

11.2.1. The Computer Emergency Response Team (CERT)

Thetermappropriatepersonnelrefersto peoplewhowill compriseaComputerEmergencyResponse
Team(CERT). Findingthecorecompetenciesfor a CERT canbea challenge.Theconceptof appro-
priatepersonnelgoesbeyond technicalexpertiseandincludeslogisticssuchaslocation,availability,
anddesireto put theorganizationaheadof onespersonallife whenanemergency occurs.An emer-
gency is never aplannedevent; it canhappenatany moment,andall CERT membersmustbewilling
to accepttheresponsibilitythat is requiredof themto respondto anemergency at any hour.

It may not always be feasible,but thereshouldbe personnelredundancy within a CERT. If depth
in coreareasis not applicableto an organization,thencross-trainingshouldbe implementedwher-
ever possible.Note that if only onepersonowns the key to datasafetyandintegrity thenthe entire
enterprisebecomeshelplessin thatperson's absence.

TypicalCERT membersincludesystemandnetwork administratorsaswell asmembersfrom thein-
formationsecuritydepartment.Systemadministratorswill provide the knowledgeandexpertiseof
thesystems,includingdatabackups,backuphardwareavailablefor use,andmore.Network admin-
istratorsprovide their knowledgeof network protocols,in addition to beingable to re-routetraf�c
dynamically. InformationSecuritypersonnelareusefulin trackingandtracingsecurityissuesaswell
asperformingpost-mortemanalysisof media.

11.2.2. Legal Issues

Anotherimportantaspectof incidentresponsearelegal issues.Securityplansshouldbe developed
with membersof legal staff or someform of legal counsel.Justasevery company shouldhave their
own corporatesecuritypolicy, every company hasits own way of handlingincidentsfrom a legal
perspective. Local,state,andfederalregulatoryissuesarebeyondthescopeof this document,but are
mentionedbecausethemethodologyfor performinga post-mortemanalysis,at leastin part,will be
dictatedby (or in conjunctionwith) legal counsel.

11.3. Implementing the incident response Plan
Oncea plan of action is created,it mustbe agreeduponandactively implemented.Any aspectof
theplanthatis questionedduringactive implementationwill mostlikely resultin poorresponsetime
and downtime in the event of breach.This is wherepracticeexercisesbecomeinvaluable.Unless
somethingis broughtto attentionbeforetheplanis actively setin production,implementationshould
beexpedited.

If a breachis detectedwhile the CERT is presentfor quick action,potentialresponsecanvary. The
teamcandecideto pull thenetwork connections,disconnecttheaffectedsystemor systems,patchthe
exploit, andthenreconnectquickly without furtherpotentialcomplication.The teamcanalsowatch
the perpetratorandtrackhis actions.The teamcouldeven redirectthe perpetratorto a honeypot —
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a systemor segmentof a network containingintentionally falsedata— in orderto track incursion
safelyandwithoutdisruptionto productionresources.

Respondingto an incidentshouldalsobeaccompaniedby informationgatheringwherever possible.
Runningprocesses,network connections,�les, directories,andmoreshouldbe actively auditedin
real-time.Having asnapshotof productionresourcesfor comparisoncanbehelpful in trackingrogue
servicesor processes.CERT membersandin-houseexpertswill begreatresourcesin trackinganoma-
lies.Theseteammembersshouldknow their systemsandshouldbeableto spotananomalyquicker
thansomeoneunfamiliar with theinfrastructure.

11.4. Investigating the Incident
Investigatinga computerbreachis like investigatinga crime scene.Investigatorscollect evidence,
noteany strangeclues,andtake inventoryonlossanddamage.Analysisof computercompromisecan
eitherbelive (astheattackis happening)or post-mortem(aftertheattack).

Althoughit is unwiseto trustany systemlog �les onanexploitedsystem,thereareotherforensicutil-
ities to aid usin ouranalysis.Thepurposeandfeaturesof thesetoolsvary, but they commonlycreate
bit-imagecopiesof media,correlateeventsandprocesses,show low level �lesysteminformation,and
recover deleted�les whenever possible.

11.4.1. Collecting an Evidential Image

Creatinga bit-imagecopy of mediais a feasible�rst step.If performingdataforensicwork, it is a
requirement.It is recommendedto make two copies,onefor analysisandinvestigation,andasecond
to bestoredalongwith theoriginal for evidencein any legal proceedings.

Youcanusethedd commandthatis partof thefileutils packagein RedHatLinux. Supposethere
is a singleharddrive from a systemyou want to image.Attach thatdrive asa slave to your system,
andthenusedd to createtheimage�le, suchasthefollowing:

dd if=/dev/hdd bs=1k conv=noerror of=/home/evidence/image 1

This command createsa single �le named image1 using a 1k block size for speed. The
conv=noerror option forces dd to continuereadingand dumping data even if bad sectorsare
encounteredon thesuspectdrive. It is now possibleto studytheresultingimage�le, or evenattempt
to recover deleted�les.

11.4.2. Gathering Post-Breac h Information

The topic of digital forensicsandanalysisitself is quitebroad,yet the toolsaremostlyarchitecture
speci�c andcannotbeappliedgenerically. However, incidentresponse,analysis,andrecoveryareim-
portanttopics.With properknowledgeandexperience,RedHatLinux canbeanexcellentplatformfor
performingthesetypesof analysis,asit includesseveralutilities for performingpost-breachresponse
andrestoration.

Table11-1detailssomecommandsfor �le auditingandmanagement.It alsolistssomeexamplesthat
you canuseto properlyidentify �les and�le attributes,suchaspermissionsandaccessdates,sothat
you cancollect further evidenceor itemsfor analysis.Thesetools, whencombinedwith intrusion
detectionsystems,�re walls,hardenedservices,andothersecuritymeasures,canhelpin reducingthe
potentialdamagewhenanattackoccurs.

Note

For detailed information about each tool, refer to their respective manual pages.
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Command Function Example

dd Createsabit-imagecopy (or disk
dump) of �les andpartitions.
Combinedwith acheckof the
md5sumsof eachimage,
administratorscancomparea
pre-breachimageof apartitionor
�le with abreachedsystemto seeif
thesumsmatch.

dd if=/bin/ls of=ls.dd
|md5sum ls.dd >ls-sum.txt

grep Findusefulstring(text) information
onandinside�les anddirectories
suchaspermissions,scriptchanges,
�le attributes,andmore.Used
mostlyasapipedcommandof
anothercommandsuchasls , ps , or
ifconfig

ps auxw |grep /bin

strings Printsthestringsof printable
charactersin a �le. It is mostuseful
for auditingexecutablesfor
anomaliessuchasmail commands
to unknown addressesor loggingto
anon-standardlog �les.

strings /bin/ps |grep
'mail'

file Determinesthecharacteristicsof
�les basedon format,encoding,
librariesthatit links (if any), and�le
type(binary, text, andmore).Useful
for determiningwhetheran
executablesuchas/bin/ls has
beenmodi�ed usingstaticlibraries,
asuresignthatthatamodi�cation
hasoccurred.

file /bin/ls

find Searchdirectoriesfor particular
�les. find is ausefultool for
searchingthedirectorystructureby
keyword,dateandtime of access,
permissions,andmore.Thiscanbe
usefulfor administratorsthat
performgeneralsystemauditsof
particulardirectoriesor �les.

find -atime +12 -name *log*
-perm u+rw

stat Displaysvariousinformationabouta
�le, includingtime lastaccessed,
permissions,UID andGID bit
settings,andmore.Usefulfor
checkingwhenabreachedsystem
executablewaslastusedand/or
whenit wasmodi�ed.

stat /bin/netstat
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Command Function Example

md5sum Calculatesthe128-bitchecksum
usingthemd5hashalgorithm.You
canusethecommandto createa text
�le that listsall crucialexecutables
thatcouldbemodi�ed or replacedin
asecuritycompromise.Redirectthe
sumsto a �le to createasimple
databaseof checksums,andthen
copy the�le ontoa read-only
mediumsuchasCD-ROM.

md5sum /usr/bin/gdm
>>md5sum.txt

Table 11-1.File Auditing Tools

11.5. Restoring and Recovering Resour ces
During active incident response,thereshouldbe considerationstoward working on recovery. The
actualbreachwill dictatethecourseof recovery. This is whenhaving backupsonof�ine systemswill
proveinvaluable.For recovery, theresponseteamshouldbeplanningto bringbackonlineany downed
systemsor applications,suchasauthenticationservers,databaseservers,andany otherproduction
resources.

Having productionbackuphardwarereadyfor useis highly recommended,suchasextra harddrives,
hot-spareservers,andthelike. Ready-madesystemsshouldhave all productionsoftwareloadedand
readyfor immediateuse.Perhapsonly themostrecentandpertinentdatawould needto beimported.
Thisready-madesystemshouldbekeptdisconnectedfrom therestof thepotentiallyaffectednetwork.
If acompromiseoccursandthebackupsystemis a partof thenetwork, thenit defeatsthepurposeof
having abackupsystem.

Systemrecovery canbea tediousprocess.In many instancesthereareoneof two options.Adminis-
tratorscanperforma cleanreinstallationof theoperatingsystemfollowedby restorationof all appli-
cationsanddata.Alternatively, administratorscanpatchthesystemof theoffendingvulnerabilityand
bring theaffectedsystem(s)backinto production.

11.5.1. Reinstalling the System

Performinga cleanreinstallationinsuresthat the affectedsystemwill be cleanfrom any trojans,
backdoors,or maliciousprocessesandthatany data(if restoredfrom a trustedbackup) is clearedof
any maliciousmodi�cation. Thedrawbackto total systemrecovery is thetime involvedin rebuilding
systemsfrom scratch.However, if thereis ahotbackupsystemavailablefor usewheretheonly action
to take is to dumpthemostrecentdata,thensystemdowntimeis greatlyreduced.

11.5.2. Patching the System

Thealternatecourseto recovery is to patchtheaffectedsystem(s).This methodof recovery is more
dangerousto performandshouldbeundertakenwith greatcaution.Thedangerwith patchingasystem
insteadof reinstallingis whetheror notyouhavesuf�ciently cleansedthesystemof trojans,holes,and
corrupteddata.If usingamodularkernel,thenpatchingabreachedsystemcanbeevenmoredif�cult.
Most rootkits(programsor packagesthata cracker leavesto gainroot accessto your system),trojan
systemcommands,andshellenvironmentsaredesignedto hidemaliciousactivities from auditors.If
thisapproachis taken,only trustedbinariesshouldbeused(for example,from amountedCD-ROM).
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11.6. Repor ting the Incident
Thelastpartof theincidentresponseplanis reportingtheincident.Thesecurityteamshouldtakenotes
asthe responseis happeningto properlyreport the issueto organizationssuchas local andfederal
authoritiesor multi-vendorsoftware vulnerability portalssuchas the CommonVulnerabilitiesand
Exposuressite(CVE) at http://cve.mitre.org. Dependingon thetypeof legal counselyour enterprise
employs,apost-mortemanalysismayberequired.Evenif it is nota functionalrequirementto apost-
compromiseanalysis,a post-mortemcanprove invaluablein helpingto learnhow a cracker thinks
andhow yoursystemsarestructuredsothatfuturecompromisescanbeprevented.
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Appendix A.

Common Exploits and Attac ks

TableA-1 detailssomeof the mostcommonexploits andentry pointsusedby intrudersto access
organizationalnetwork resources.Key to thesecommonexploitsaretheexplanationsof how they are
performedandhow administratorscanproperlysafeguardtheirnetwork againstsuchattacks.

Exploit Description Notes

Null or Default
Passwords

Leaving administrative passwords
blankor usingadefault password
providedby theapplicationpackage.
This is mostcommonin hardware
suchasroutersandBIOSes,though
someservicesthatrunonLinux can
containdefault administrator
passwords(thoughRedHatLinux
doesnotshipwith them)

Commonlyassociatedwith
networking hardwaresuchasrouters,
�re walls,VPNsandnetwork
attachedstorage(NAS) appliances;
Commonin many legacy operating
systems,especiallyOSesthatbundle
servicessuchasUNIX and
Windows;
Administratorssometimescreate
privilegedusersin a rushandleave
thepassword null, aperfectentrypoint
for malicioususerswhodiscover the
user

Default Shared
Keys

Secureservicessometimespackage
default securitykeys for development
or evaluationtestingpurposes.If these
keys areleft unchangedandplacedin
aproductionenvironmenton the
Internet,anyuserwith thesame
default keys have accessto that
shared-key resource,andany sensitive
informationcontainedin it

Mostcommonin wirelessAPsand
precon�guredsecureserver
appliances
CIPE(referto Chapter6) containsan
samplestatickey thatmustbe
changedbeforemoving to a
productionenvironment

IP Spoo�ng A remotemachineactsasanodeon
your localnetwork, �nds
vulnerabilitieswith yourservers,and
installsabackdoorprogramor trojan
to gaincontrolover yournetwork
resources.

Spoo�ng is quitedif�cult asit
involvestheattacker predicting
TCP/IPSYN-ACK numbersto
coordinateaconnectionto target
systems,but severaltoolsare
availableto assistcrackersin
performingsucha vulnerability
Dependson targetsystemrunning
services(suchasrsh , telnet , FTP
andothers)thatusesource-based
authenticationtechniques,whichare
not usuallyrecommendedcompared
to PKI or otherformsof encryption
authenticationasusedin ssh or
SSL/TLS.
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Exploit Description Notes

Eavesdropping Collectingdatathatpassesbetween
two active nodesonanetwork by
eavesdroppingtheconnection
betweenthetwo nodes.

This typeof attackworksmostly
with plain text transmission
protocolssuchastelnet,FTP, and
HTTPtransfers.
Remoteattacker musthave accessto
acompromisedsystemonaLAN in
orderto performsuchanattack;
usuallythecracker hasusedan
active attack(suchasIP spoo�ng or
Man-in-the-middle)to compromisea
systemon theLAN
Preventative measuresinclude
serviceswith cryptographickey
exchange,one-timepasswords,or
encryptedauthenticationto prevent
password snooping;strongencryption
duringtransmissionalsoadvised

Service
Vulnerabilities

An attacker �nds a �a w or loopholein
aservicerunover theInternet;
throughthis vulnerability, theattacker
compromisestheentiresystemand
andany datathatit mayhold and
couldpossiblycompromiseother
systemson thenetwork.

HTTP-basedservicessuchasCGI
arevulnerableto remotecommand
executionsandevenshellaccess.
Evenif theHTTPservicerunsasa
non-privilegedusersuchas
"nobody",informationsuchas
con�guration�les andnetwork maps
canberead,or theattacker canstart
adenialof serviceattackwhich
drainssystemresourcesor rendersit
unavailableto otherusers.
Servicessometimescanhave
vulnerabilitiesthatgounnoticed
duringdevelopmentandtesting;
thesevulnerabilities(suchasbuffer
over�ow, whereattackersgainaccess
by �lling addressablememorywith a
quantityover whatis acceptableby
theservice,crashingtheserviceand
giving theattacker aninteractive
commandpromptfrom which they
mayexecutearbitrarycommands.
Administratorsshouldmake surethat
servicesdonot runastheroot user;
stayvigilant of patchesanderrata
updatesfor theirapplicationsfrom
vendorsor securityorganizationssuch
asCERT andCVE.
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Exploit Description Notes

Application
Vulnerabilities

Attackers�nd faultsin desktopand
workstationapplicationssuchas
e-mailclientsandexecutearbitrary
code,implanttrojansfor future
compromise,or crashsystems.
Furtherexploitationcanoccurif the
compromisedworkstationhas
administrative privilegeson therestof
thenetwork.

Workstationsanddesktopsaremore
proneto exploitationbecause
workersdonothave theexpertiseor
experienceto preventor detecta
compromiseasserversrunby an
administrator;it is imperative to
inform individualsof therisksthey
aretakingwhenthey install
unauthorizedsoftwareor open
unsolicitedmail
Safeguardscanbeimplementedsuch
thatemailclient softwaredoesnot
automaticallyopenor execute
attachments.Additionally, the
automaticupdatingof workstation
softwarevia RedHat Network or
othersystemmanagementservicecan
alleviate theburdensof multi-seat
securitydeployments.

Denialof Service
(DoS)Attacks

Attacker or groupof attackers
coordinateanattackonnetwork or
server resourcesby sending
unauthorizedpacketsto thetarget
machine(eitherserver, router, or
workstation).This forcestheresource
to becomeunavailableto legitimate
users.

ThemostreportedDoScase
occurredin 2000whenseveral
highly-traf�ck edsiteswererendered
unavailableby acoordinatedping
�ood attackusingseveral
compromisedsystemswith high
bandwidthconnectionsactingas
redirectedbroadcasters
Sourcepacketsareusuallyforged(as
well asrebroadcasted),making
investigationto thetruesourceof the
attackdif�cult.
Advancesin ingress�ltering (IETF
rfc2267),andNetwork IDS
technologyassistadministratorsin
trackingdown andpreventing
distributedDoSattacks.

Table A-1. Common Exploits
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